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Abstract: Technology continues to evolve at a rapid pace and touches all facets of
modern life including law enforcement’s role in public safety. Police agencies have
adopted many law enforcement technologies to improve response times, aid in
investigating and solving crime, and enhance transparency. This literature review
describes common types of technologies in use by police departments, how and why
police technologies are selected, and their overall effects. Overall, police agencies’
policies and practices regarding technology should involve planning, consideration,
and caution considering potential limitations and harms, as well as cost to tax

payers.



Introduction

New technology drives changes in all aspects of society, including crime and the criminal justice
system.! Law enforcement agencies today employ a wide variety of technology to deal with
crime and enforce the law in a more effective, efficient, and safe manner. Consequences of law
enforcement use of technology are not empirically well understood, however. Scholars are just
beginning to explore technology policy decisions,? how police uses of technology evolve over
time,® and how and to what extent technology affects police outcomes.*

The rapid growth of technological innovation in policing has outpaced efforts to measure its
impacts. This lack of knowledge and rapid evolution of form and function has been seen in body-
worn cameras, as well as predictive algorithms, acoustic gunshot detection systems, license plate
readers, and drones. For-profit companies tout technology as a solution to a multitude of
problems in public safety, yet the adoption of these tools and their uses in practice remain mostly
unexamined. The array of motivations for adopting technology, the lack of rigorous research on
its effectiveness, and the sheer number of technological products that currently exist suggests
what is true for one type of technology is probably not generalizable. Thus, drawing conclusions
about the consequences of technology in policing is challenging.

This article reviews the research literature on current police technology, factors that play a role in
technology adoption, and how technology impacts the work of law enforcement. Key operational
technology adopted by law enforcement in Illinois will be noted and areas for future research
suggested.

An Overview of Police Technology
Technology Types
Technologies that support public safety can generally be divided into hard and soft types.®

e Hard technologies are tangible resources to prevent crime and are distinguished by
innovations in materials, devices, and equipment, such as less-than-lethal weaponry,
mobile computers, drones, surveillance cameras, and body armor equipment.

e Soft technologies strategically use information to prevent crime and are distinguished by
new computer programs, analysis techniques, and methods of data sharing or system
integration, such as predictive software, mapping, and facial recognition software.

Law Enforcement Technology

There are many hard and soft technologies available to law enforcement. Below are descriptions
of some of the most common used today. Figure 1 depicts a timeline of select major police
technologies. In addition, the text box highlights algorithmic prediction in policing, which has
potential benefits and drawbacks.®

Body-worn cameras. Wearable cameras can be attached to the body of an on-duty
officer and record, from a first-person perspective, events that take place while the officer is on
patrol or completing other job assignments. The videos can be reviewed by the officer, a civilian
they interacted with, law enforcement command staff, and the public as evidence or training



material, depending on the circumstances and policies on video use.” Body-worn cameras are
utilized in practice as tools to promote transparency, document evidence, record behavior, and
deter undesirable behavior.® In a 2013 survey of police agencies, about 32 percent of agencies
reported at least some distribution of these cameras to officers.® Some research has indicated
body-worn cameras can reduce use of force and complaints against officers.°

ALGORITHMIC PREDICTION IN POLICING

Predictive policing can help forecast where crime will occur in the future. Software uses
algorithms to analyze data and make predictions. The Los Angeles Police Department was
the first to use data to predict crime. Universities and private technology companies
developed software to sell to police agencies and most algorithms originated from models
that forecast consumer behavior. The benefits of predictive policing include enhanced
intelligence and the uncovering of crime trends to improve police response and increase
public safety. However, the public has raised concerns that predictive policing may not be

transparent, accurate, or respectful of citizens’ privacy. In addition, this strategy has not
been evaluated to assess benefits and drawbacks; therefore, more rigorous research is
warranted.

Meijer, A. (2019). Predictive policing: Review of benefits and drawbacks. International Journal of Public
Administration, 42(12), 1031-1039.; Moses, L. B., & Chan, J. (2016). Algorithmic prediction in policing:
Assumptions, evaluation, and accountability. Policing and Society, 28.; Richardson, R., Schultz, J., &
Crawford, K. (2019). Dirty data, bad predictions: How civil rights violations impact police data, predictive
policing systems, and justice. New York University Law Review Online.; Schlehahn, E. , Aichrothe, P., Mann, S.,
Schriener, R., Lang, U., Shepherd, 1.D., & Wong, B. L. (2015). Benefits and pitfalls of predictive policing. 2015 European
Intelligence and Security Informatics Conference.

Acoustic gunshot detection systems. Acoustic gunshot detection systems use outdoor
sensors to alert law enforcement to geographic locations of shots fired. These systems help
police locate and respond to gunfire more quickly, help those who are injured, and offer
additional information, such as presence of multiple shooters and types of firearms used. *
ShotSpotter is the most well-known brand offering this technology. Research indicates acoustic
gunshot detection systems are accurate,*? but the impact on community gun violence is
unknown. 3

License plate recognition technology. License plate recognition technology scans
license plates of moving or parked vehicles from a police car or a fixed location. The scanner
reads the license plate’s alphanumeric pattern and attempts to match the pattern to a database of
plates of interest, i.e., belonging to an owner with an arrest warrant or stolen car. Plate
recognition technology quickly scans hundreds of license plates at a time, much faster than what
one officer can scan manually at their discretion.'* In 2014, 59 percent of police agencies with
100 or more officers utilized this technology.® In two studies, researchers employed randomized
control trials to examine the effectiveness of the technology on crime reduction. Neither study



found reductions in crime, but one found the technology heightened productivity (more “hits”
leading to arrests and recoveries) to combat auto theft.®

Figure 1
Timeline of Select Major Police Technologies, 1960-present?’
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Police Adoption of Technology

Grabosky and Ayling (2006) theorize that when
“police go shopping” their purchasing choices are Just like other consumers, police may

guided by ideology, economics, and pragmatism.*® not always understand fully what they
In practical terms, these would encompass policing  5re getting when they shop.

philosophy, politics, available budget, and utility.

Thus, factc_)rs Ii!<e perceptions c_>f risk and liability, Grabosky, P., & Ayling, J. (2006). When police
cost-benefit ratio, personal beliefs and values, and go shopping. Policing: An International
popular claims about technology are considered. Journal, 29(4), 665-690.

Police act as consumers in much the same way as
those looking to purchase a new phone, car, or
fitness program.*® Police can even receive trials of new products at no cost, such as temporarily
installed license plate readers on squad cars. Many police agencies have received government
grants to support the acquisition and testing of new technology.?°

Companies who sell technology to police have long recognized the opportunity to profit from
law enforcement and invest their resources into the rapid deployment of new products that might
attract them. In this sense, demand for public safety inherently produces a market of potential
consumers of related technology. However, the consequences of acquiring technology in the
public safety sector may be more serious than in the typical consumer market, especially if
public safety and order hinges on the function of the product, the freedom and/or privacy of
members of the public are affected by its use, and/or taxpayer money is used.



For those reasons, it is critical that police and civilians alike understand new technology, how it
functions, why it is acquired, and how it is used in policing practices.

Theoretical Frameworks

Several factors may influence the search for technological solutions to policing problems. The
diffusion of innovations model and organization choice framework help explain how technology
is adopted by law enforcement.

Diffusion of innovations model. The diffusion of innovations model posits that the
adoption of ideas, objects, or practices across a social system, such as law enforcement, is a
function of the characteristics of an innovation and how those in the system communicate about
it over time.?! The model suggests adoption of technology flows in this order:

1. Slow at first with just a few innovators.

2. Ramp up via early adopters.

3. Rapid increase via a mass of early and late majority followers.
4. Finally, a few laggards adopt the innovation.

This diffusion of innovation model may be useful in explaining the spread of new policing
strategies, but the model has limits. Whereas the model may help explain the pace and trajectory
of innovation adoption, it is less helpful in explaining why innovations are appealing at the very
start, differences in rates of adoption among similar innovations, and cases where an adopter
might fit into multiple categories.??

Organizational choice framework. Considering limitations of the diffusion of
innovations model, Hendrix and colleagues (2017) employed a survey approach to answer a
fundamental question about police technology adoption — Are decisions to adopt technology
linked to strategic policing goals?? Their study sought to examine associations between policing
strategies and the adoption of technologies via the organizational choice framework. The
framework outlines the following four pathways by which a law enforcement agency might be
motivated to acquire a new technology:

1. Rational — Technology is adopted primarily as a functional part of a strategy designed to
achieve goals an organization has previously identified.

2. Contingency — Technology is adopted primarily due to decisions and/or events outside of
the organization (e.g. a mandate to report crime).

3. Institutional — Technology is adopted primarily to facilitate an agency’s survival through
expanded resources, status and prestige, and protection from threats.

4. Entropic — Technology is mostly adopted haphazardly, without a clear connection to an
intentional purpose.

From a rational perspective, specific policing strategies might call for certain types of technology
due to the activities needed to carry out that strategy, but the study conducted by Hendrix and
colleagues (2017) found few significant relationships between self-reported policing strategies
and the six technologies studied. Results did suggest that predictive policing was associated with
automated license plate readers and community policing was associated with social media use.?*
However, factors such as region and jurisdiction type (e.g., city, county, state, highway) also
played important roles, and agencies with more officers were more likely to have adopted the use
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of geographic information systems, data mining software, social media, and license plate readers.
Considering the influence of other factors (e.g., agency size), the study’s authors ultimately
concluded that there was not a significant correlation between strategic police goals and most of
the technology that agencies acquired, evidence of a potentially entropic approach to the
adoption of technology.?® Absent a clear understanding of how technology is meant to achieve
overarching police agency goals, any technology is likely to have limited impact.?

Need for More Study on Police Technology

Public safety technology companies and media covering their products often make claims about
effectiveness despite a lack of existing empirical evidence, which can be misleading.?” Existing
published studies suggest that police use of technology can be, at best ,beneficial and, at worst,
harmful, but this depends greatly on the type of technology.?® In addition, decades of overlapping
shifts in other areas of policing make it difficult to separate out the independent influence of
individual technologies on policing.

Current research indicates the effect of technology in policing is best characterized as mixed.
Lum, Koper and Willis (2017) explain that in theory, new technology fundamentally holds the
potential to increase an organization’s technical efficiency.?® Research evidence suggests this
potential is realized for some technologies currently in the field.>® However, Lum and colleagues
(2017) point out important distinctions between the goals for a police organization’s efficiency
and its effectiveness, meaning improvements in speed and convenience may not always result in
reductions in crime or improvements in community relationships.! This disconnect can result
from a combination of contributing factors. One salient issue is the way that technology is
integrated into traditional police practices. In the field, promising new technology might be
unceremoniously forced to support reactive policing activities instead of proactive ones® and if
front-line officers are not trained to use the technology, or are not sold on the practical benefits,
technology might simply go unused.® Indeed, officer attitudes and perceptions can interfere with
the implementation of any innovation.3*

Conclusion

Law enforcement decisions to adopt new technologies are complex. Police technology is
ubiquitous, constantly evolving, and not frequently evaluated in a way that can offer objective
conclusions about its effectiveness and long-term consequences. As a result, police agencies
typically lack reliable guidance about new innovations, and when deciding to adopt a technology
may not always acquire one that best aligns with strategic goals. This risks wasted resources, the
perpetuation of discrimination and bias, and/or the degradation of relationships with the
community and suggests that adopting a new police technology has the potential to work against
police efficiency, effectiveness, transparency, and/or legitimacy. Police agencies’ decisions
regarding technology should always involve strategic planning, the consideration of potential
limitations and harms, and a comprehensive assessment of the cost to tax payers and the
organization.
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