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POLICE




I. Purpose
This order establishes guidelines under which a small unmanned aircraft may be utilized, and the storage, retrieval and dissemination of images and data captured by such systems.
II. Policy
It is the policy of the Grayslake Police Department to ensure authorized Department members are trained on the use of small unmanned aircraft systems, hereinafter referred to as sUAS (drones) to enhance the Department’s mission of protecting lives and property when other means and resources are not available or are less effective.  Any use of the sUAS shall be in strict compliance to relevant statutes, privacy rights, the Federal Aviation Administration, and 14 CFR 107 requirements.  

III. Definitions
A. Authority – Illinois Criminal Justice Information Authority

B. Drone – means any aerial vehicle that does not carry a human operator 
C. Federal Aviation Administration (FAA)—A national authority with powers to regulate all aspects of civil aviation.  These include the construction and operation of airports, the management of air traffic, the certification of personnel and aircraft, and the protection of US assets during the launch or re-entry of commercial space vehicles.

D.
Information—As defined in 725 ILCS 167/20, any evidence, images, sounds, data, or other information gathered by the unmanned aircraft.
E. 
Parade – means a march, procession, or other similar activity consisting of persons, animals, vehicles, or things, or any combination thereof, upon a public street, sidewalk, alley, or other public place, which requires a street closing or otherwise requires stopping or rerouting vehicular traffic because the parade will not or cannot comply with normal and usual traffic regulations or controls.  “Parade” does not include a political protest, march, demonstration, or other assembly protected by the First Amendment.
F.
Remote Pilot in Command—Person directly responsible for and is the final authority as to the operation of the small unmanned aircraft.
G.
Routed Event – means a parade, walk, or race that is hosted by the State of Illinois or a county, municipality, township, or park district; is outdoors and open to the public; and has an estimated attendance of more that 50 people.  “Routed Event” does not include a political protest, march, demonstration, or other assembly protected by the First Amendment. 
H.
Small Unmanned Aircraft System (sUAS)—A small unmanned aircraft that does not carry a human operator, weighing less than 55 pounds on takeoff, and its associated elements, including communication links and the components that control the aircraft that are required for the safe and efficient operation of the aircraft.
I.
Special Event – means a concert or food festival that is hosted by the State of Illinois or a county, municipality, township, or park district; is outdoors and open to the public; and has an estimated attendance of:

a. 150 or more people in a unit of local government with a population that is less than 50,000.

b. 250 or more people in a unit of local government with a population that is greater than 100,000.
c. 350 or more people in a unit of local government with a population that is greater than 100,00 but less than 500,000.

d. 500 or more people in a unit of local government with a population that is greater than 500,000 or more




“Special Event” does not include a political protest, mark, demonstration, or other assembly 




protected by the First Amendment.  

H.
Visual Observer—The person designated by the remote pilot in command to assist the remote pilot in command and the person manipulating the flight controls of the aircraft to see and avoid other air traffic or objects aloft or on the ground.

IV. Program Coordinator and Team Supervisor
The Deputy Chief of Police and/or Support Services Commander are designated as the sUAS Program Coordinator, responsible for the management of the Department’s small unmanned aircraft program.  The Program Coordinator has the following responsibilities:

1. Supervision of the Team Supervisor in matters related to the sUAS program.

2. Ensure that the policies and procedures conform to current laws, regulations, and best practices.

3. Coordinate the FAA Certification of Authorization (COA) and/or the 14 CFR 107 application process; ensure all certifications are current.

4. Ensure authorized remote pilots in command and authorized observers have completed the required Federal Aviation Administration (FAA) and 14 CFR 107 training and Department approved training in the operation, applicable laws, policies and procedures regarding the sUAS.

5. Annually, by April 1, report to the Illinois Criminal Justice Information Authority the number of small unmanned aircraft owned by the Department (725 ILCS 167/35).

D. A Department member with the rank of Patrol Officer or above and selected by the Chief of Police is the sUAS Team Supervisor.  The Team Supervisor assists the Program Coordinator with the management of the Department’s small unmanned aircraft program.  The Team Supervisor shall have completed the required Federal Aviation Administration (FAA) and 14 CFR 107 training.  The Team Supervisor has the following responsibilities:

1. Supervision of officers assigned to the sUAS in matters related to sUAS program.

2. Develop uniform protocol for submission and evaluation of requests to deploy the sUAS, including urgent requests made during on-going or emerging incidents.

3. Develop protocol for conducting criminal investigations involving the sUAS, including documentation of time spent monitoring a subject.

4. Implement a system for notification to the public and media outlets regarding sUAS deployment when appropriate.

5. Develop an operational protocol governing the safe deployment and operation of a sUAS along with documenting all missions.

6. Develop sUAS inspection, maintenance, and record keeping protocols to ensure continuing airworthiness of the sUAS, up to and including its overhaul or life limits.

7. Develop protocol to ensure all data intended to be used as evidence are accessed, maintained, stored and retrieved in a manner that ensures its integrity as evidence, including strict adherence to chain of custody requirements.  Electronic trails, including encryption, authenticity certificates and date and time stamping shall be used as appropriate to preserve individual rights and to ensure the authenticity and maintenance of a secure evidentiary chain of custody.  

8. Develop protocol to ensure retention and purge periods are maintained in accordance with established records retention schedules.

a. 725 ILCS 167/20 – Information retention

i. If the agency uses a drone under Section 15 of this Act, the agency shall destroy all information gathered by the drone within the following timeframe:

1. All information gathered pursuant to paragraph 1, 2, 3, 4, 5, 6, or 9 of Section 15 shall be destroyed within 30 days after being gathered

2. All information gathered pursuant to paragraph 10 of Section 15 shall be destroyed within 24 hours after being gathered.

3. All information gathered pursuant to paragraph 7 of Section 15 shall be turned over to the requesting local government agency as soon as practicable, and all gathered information shall be destroyed immediately after the information has been turned over.

a. Notwithstanding subsection (a) a supervisor at the agency may retain particular information if

i. There is reasonable suspicion that the information contains evidence of criminal activity;

ii. The information is relevant to an ongoing investigation or pending criminal trial;

iii. A supervisor at the agency deems that the information will be used exclusively for training purposes, provided that any such information shall not contain any personally identifiable information;

iv. The information consists of only flight path data, metadata, or telemetry information of the drone.

9. Facilitate law enforcement access to images and data captured by the sUAS.

a. 725 ILCS 167/25 – Information Disclosure
a. If the agency uses a drone under Section 15 of this Act, the agency shall not disclose any information gathered by the drone, except that a supervisor of that agency may disclose particular information to another governmental agency if there is:

i. Reasonable suspicion that the information contains evidence of criminal activity;

ii. Or the information is relevant to an ongoing investigation or pending criminal trial.

b. Record of drone usage, including flight path data, metadata, or telemetry information of specific flights, if available, may be disclosed subject to the Freedom of Information Act and rules adopted under that Act.

c. The agency utilizing a drone under Section 15 shall neither sell any information gathered by the drone to any person to whom disclosure is not authorized under this Section.

d. Nothing in this Act prevents the disclosure of information through a court order or subpoena in connection with a criminal proceeding or if the disclosure is in regard to a completed traffic crash investigation
10. Recommend program enhancements, especially regarding safety and information security.

11. Ensure established protocols are followed by monitoring and providing quarterly program reports to the program coordinator responsible for the program.

12. Conduct a documented annual audit of the program and flight documentation.
V. Training 
A. Prior to authorization to operate a sUAS assigned Department members must complete mandatory training provided by the Department to obtain an understanding on how to use the sUAS and the procedures outlined in this policy.
B. Annually, assigned members shall undergo refresher training on the equipment to ensure continued effective use and operation of the equipment, including changes, updates, or other revisions to the FAA and/or 14 CFR 107 requirements, statutes, or Department policy.

C. Additional training may be provided at periodic intervals for officers displaying a substandard performance in the use of the sUAS equipment.  

VI. Use of the sUAS

A.
The Department must obtain applicable authorizations, permits, or certificates as required by FAA prior to deploying or operating the sUAS, and ensure these documents are current.

B.
Pursuant to 725 ILCS 167/15, the sUAS may not be used to gather information, except during the following types of situations:   (43.1.4)
1.
To counter a high risk of a terrorist attack by a specific individual or organization if the United States Department of Homeland Security determines that credible intelligence indicates there is a risk.
2.
Pursuant to a search warrant based on probable cause under Section 108-3 of the Code of Criminal Procedure of 1963.  The warrant must be limited to a period of 45 days, renewable by a judge upon showing good cause for subsequent periods of 45 days.
3.
Upon reasonable suspicion that under particular circumstances, swift action is needed to prevent imminent harm to life, forestall the imminent escape of a suspect, or prevent the destruction of evidence.  The use of the sUAS under this paragraph is limited to a period of 48 hours.  Within 24 hours of the sUAS initiation under this paragraph, the Chief of Police must report its use, in writing, to the State’s Attorney.  
a.
Notification to the applicable State’s Attorney’s office shall be accomplished using the Notification of Drone Deployment form located on the F: Drive in the Drone Program Folder.  The remote pilot in command shall complete the form and submit it to the Team Supervisor for approval.  The Team Supervisor shall request the Chief of Police, or his/her designee, to sign the form within 24 hours of the deployment.  The Team Supervisor shall fax or email the completed form to the State’s Attorney’s Office and submit the form to the Records Section for filing with the Incident/Offense Report or supplemental report.
4.
To locate a missing person while not also undertaking a criminal investigation.
 5.
To obtain crime scene and traffic crash scene photography in a geographically confined and time-limited manner.  Use of the sUAS under this paragraph on private property requires either a search warrant or lawful consent to search.  As it relates to lands, highways, roadways or areas belonging to the state, a search warrant or consent to search is not required.  Reasonable attempts shall be made to only photograph the crime scene or traffic crash scene and to avoid other areas.

6. To obtain information necessary for the determination of whether a disaster or public health emergency should be declared, to manage a disaster by monitoring weather or emergency conditions, to survey damage, or to coordinate response and recovery efforts.  There is no requirement for an official declaration of disaster or public health emergency prior to use.
7. To conduct an infrastructure inspection of a designated building or structure at the express request of a local government agency.  The remote pilot in command shall make every reasonable attempt to photograph only the building or structure and to avoid other areas.  

8. To demonstrate the capabilities and functionality of a police sUAS for public relations purposes, provided that no information is collected or recorded by the drone during such demonstration.

9. To utilize a sUAS in response to Public Safety Answering Point (PSAP) dispatched calls for service, when the sole purpose for using a drone is for one or more first responders to locate victims, to assist with immediate victim health or safety needs, or to coordinate the response of emergency vehicles and personnel to an emergency.
10. To utilize a sUAS at a routed event or special event.  The use of the sUAS requires

a. Notice posted for at least 24 hours before the event and clearly communicates that sUAS may be used at the upcoming event for the purpose of real-time monitoring of participant safety;

b. Notice is posted, if practical, at major entry points to the event clearly informing the attendees that a sUAS may be used for the purpose of real-time monitoring of a participant safety;

c. The sUAS is flown in accordance with Federal Aviation Administration safety regulations.  
i. The sUAS may be utilized in advance of an event, before the event participants have begun to assemble, for the sole purpose of creating maps and determining appropriate access routes, staging areas, and traffic routes, provided that no personal identifying information is recorded and provided further that no recorded information is used in any criminal prosecution;
ii. During the event to proactively support public safety personnel by monitoring the event footprint in real time;

iii. To detect a breach of event space, including a breach by an unauthorized vehicle, in interruption of a parade route, or a breach of an event barricaded or fencing;

iv. To evaluate the crowd size and intensity;

v. To identify activity that could present a public safety issue for the crowd as a whole including crowd movement;

vi. To assist in the response of public safety personnel to a real-time public safety incident at the event;

vii. To assess the traffic and pedestrian flow around the event in real time.

11. The agency is prohibited from using, during a flight, onboard facial recognition software that works in conjunction with the drone.  While operating a drone under this Act, the agency is prohibited from using any information gathered by a drone with any facial recognition software, unless either the agency is using a drone to counter a high risk of a terrorist attack by a specific individual or organization and the United States Secretary of Homeland Security has determined that credible intelligence indicates that there is a such a risk or the agency possesses reasonable suspicion that under particular circumstances, swift action is needed to prevent imminent harm to life or to forestall the imminent escape of suspect or the destruction of evidence.

12. The agency is prohibited from equipping or using on the drone any firearm, weaponized laser, kinetic impact projectile, chemical agent or irritant, or any other lethal or non-lethal weapon.
C.
Requests to deploy the sUAS flight shall be made to the Team Supervisor who will advise as to the status of the proposed flight.

D.
Whenever possible, if the sUAS will be flying within close proximity to a hospital heliport, which could create a hazardous situation for a manned aircraft, notification shall be made to the respective hospital’s security office.

E.
When appropriate, notification of the sUAS deployment shall be made to the public and/or media outlets.

F.
At the conclusion of each deployment, the recordings shall be securely downloaded and proper evidence procedures shall be followed.

G.
All uses of the sUAS shall be documented on an Incident/Offense report that is located on the F: Drive under Drone Program Folder or a supplemental narrative.  Information shall include the reason for the flight; the date, time and location; the person who approved of the deployment, assigned staff; and a summary of the activities covered, actions taken, and outcome of the deployment.

H.
All uses of the sUAS shall be documented by the remote pilot in command on an sUAS Flight Report and submitted to the Team Supervisor for approval.  Additionally, the remote pilot in command shall complete the electronic sUAS Flight Log which shall be maintained in the F: Drive under the Drone Program Folder.
VII. Issuing Authority


This General Order will supersede any directives or understandings in conflict.


By order of:

________________________________      


Jeff Myhra

Chief of Police
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Grayslake Police Department
Drone Use Notification to State’s Attorney
(Agency Chief Executive Officer Must Send to SA Within 24 Hours of Drone Use)
	Location of Incident:
	Case Report #:
	Date of Incident:
	Time of Incident:

	
	
	
	


Date: 

To: 

Lake County State’s Attorney’s Office

From: 

(Must be from Agency Chief Executive Officer)
Reference:
Drone Usage

Pursuant to the “Freedom from Drone Surveillance Act” 725 ILCS 167/15(3):

	(3) If a law enforcement agency possesses reasonable

	    
suspicion that, under particular circumstances, swift action is needed to prevent imminent harm to life, or to forestall the imminent escape of a suspect or the destruction of evidence. The use of a drone under this paragraph (3) is limited to a period of 48 hours. Within 24 hours of the initiation of the use of a drone under this paragraph (3), the chief executive officer of the law enforcement agency must report in writing the use of a drone to the local State's Attorney.



Notification is hereby made of the use of a drone by law enforcement as follows:

Reason(s) (check one or more):
 To prevent imminent harm to life;

 To forestall the imminent escape of a suspect;

 To forestall the destruction of evidence.

Synopsis of Circumstances: 
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    Grayslake Police Department
   Flight Report

	CASE INFORMATION

	Location of flight:
	Case Report #
	Date of incident
	Time of Incident

	
	
	
	

	PILOT INFORMATION

	Remote Pilot in Command/Licensed:
	Visual Observers:
	Private Property Consent/By:

	Name of pilot
	Visual observers
	Person consenting or DNA

	WEATHER INFORMATION

	Date and Time of Flight:
	Day/Night Flight:
	Weather Notes:
	Temperature:

	Date and time of actual flight
	Choose an item.
	Clear, rain, etc…
	Degrees°F

	Winds:
	Visibility:
	Cloud Cover:
	Precipitation:

	Wind speed, directions, gusts
	Visibility in miles
	Percent cloud cover
	Percent of precipitation

	ADDITIONAL INFORMATION

	Flight Purpose (Crash/Crime Scene, Crush, Search/Rescue, etc.):
	Waiver(s) Required (Visibility, Controlled Airspace, etc.):

	Click or tap here to enter text.
	Click or tap here to enter text.

	CP1 to CP2:
	CP 1 to CP3:
	CP2 to CP3:
	Approximate duration of flight:

	## feet
	## feet
	## feet
	## minutes

	Did any unusual circumstances occur during the flight?
	Is the sUAS in need of service or maintenance?

	☐ Yes

☐ No

(If yes please explain in comments.)
	☐ Yes

☐ No

(If yes please explain in comments.)

	Additional Comments

	Click or tap here to enter text.

	REPORTING DETAILS

	Reporting Officer:

	Your name
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 Grayslake Police Department
Pilot Incident Report

(To be completed by Pilot-in-command and submitted to drone coordinator within 24 hours of incident)

	BASIC INFORMATION

	Incident Information

Date and time of flight:      
Approximate location:     

Nearest address or intersection:      

City:      
How long into flight did incident occur?      
Collision with another aircraft, vehicle, or person?


 ☐Midair

☐On Ground
☐None
	Case Information

LPD case number:      
Originating agency (if applicable):      
Date and time of original incident:      
Flight purpose:      
Insurance purchased?  ☐ Yes
☐ No

Policy number:      

	AIRCRAFT INFORMATION

	Make and Model of sUAS:      
LPD Number or Serial Number:      
Owner of sUAS (if not LPD):      
	Description of damage to other vehicle or property, or injury to person 

(Use additional sheet if necessary)

     

	Extent of Damage:

☐ None
☐ Substantial 

☐ Minor
☐ Destroyed

☐ Unknown
	Battery level at time of incident:

     

	

	PERSONNEL INFORMATION

	Pilot-in-command:      
Agency:      
Approximately how many missions flown prior to incident:      
Date of initial Part 107 certification:      
Visual observer:      
Agency:      
Part 107 licensed? ☐ Yes
☐ No
	Other flight crewmember(s):      
Agency:      
Part 107 licensed? ☐ Yes
☐ No
Description of role:      
LPD scene command:      
Agency:      

	SCENE CONDITIONS

	Lighting conditions

☐ Daylight


☐ Dawn

☐ Dusk



☐ Darkness

☐ Darkness, lighted scene

Scene lighted by:

☐ Ambient/moonlight

☐ Light tower

☐ Handheld/portable light

☐ Other (Specify)





     

	Weather conditions

☐ Clear

☐ Cloudy

☐ Rain

☐ Sleet/hail

☐ Fog/haze 
☐ Severe winds

☐ Snow

☐ Extreme cold


	Temperature:      
Wind speed:      
Wind gust speed:       

Visibility:      
Cloud Cover:      
Precipitation:      

	Did the incident occur on takeoff or landing?

☐ Takeoff
☐ Landing 
☐ Neither
	
	


	MECHANICAL MALFUNCTION/FAILURE

	Was there an apparent malfunction, defect, or failure of the equipment?
☐ Yes
☐ No
☐ Unknown

     

	NARRATIVE

	Describe what occurred in chronological order, including circumstances leading to and nature of incident. State approximate departure time, location, and services obtained or requested. Provide as much detail as possible.

     


	RECOMMENDATION

	How could this incident have been prevented?

     

	INCIDENT LOCATION

	Add a map of the incident scene in the box below:
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	REPORTING PERSON

	Date of this report:

     
	Name of person reporting:      
Agency:      


	ON-SCENE SUPERVISOR REVIEW

	Comments:

     

	ON-SCENE SUPERVISOR

	Date the report was reviewed:

     
	Name of LPD scene supervisor:      
Agency:      


	DRONE COORDINATOR USE ONLY

	Investigate the incident by speaking with the Pilot-in-command, flight crew, and LPD scene supervisor. Document the facts of the investigation below:

     

	RECOMMENDATION

	What factors contributed to the incident? How could this incident have been prevented and what actions will be taken in the future?

     

	DRONE COORDINATOR

	Date the report was reviewed:

     
	Name of drone coordinator:      
Agency:      
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