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I. PURPOSE

The purpose of this policy is to establish guidelines and protocol for the deployment and use of the Unmanned Aircraft Systems (UAS), including the retention and/or destruction of media obtained using the UAS in accordance with applicable Federal law, State law, and Peoria Police Department regulations.

II.	POLICY

The UAS may be utilized to enhance the department’s mission of protecting lives and property. Any use of the UAS will be in strict accordance with constitutional and privacy rights, FAA regulations, and department policy.

III. PRIVACY CONCERNS 

The use of the UAS potentially involves privacy considerations. Personnel will consider the protection of individual civil rights and the reasonable expectation of privacy as a key component of any decision made to deploy the UAS. Operators will take reasonable precautions to avoid inadvertently recording or transmitting images that infringe upon an individual’s right to privacy. This includes consideration by the operator on when to turn on/off the recording function, and the route of the UAS during deployment.

IV. DEFINITIONS

A. Accidents: All accidents/mishaps involving UAS operations where any of the following occurs; 

1. Fatal injury, where the operation of a UAS results in a death occurring within 30 days of the accident/mishap 
2. Serious injury, where the operation of a UAS results in a hospitalization of more than 48 hours, the fracture of any bone (except for simple fractures of fingers, toes, or nose), severe hemorrhage or tissue damage, internal injuries, or second or third-degree burns 
3. Total unmanned aircraft loss 
4. Substantial damage to the unmanned aircraft system where there is damage to the airframe, power plant, or onboard systems that must be repaired prior to further flight 
5. Damage to property, other than the unmanned aircraft.
 
B. Certificate of Authorization (COA): Given by the Federal Aviation Administration (FAA) granting permission to fly the UAS within specific boundaries and perimeters.

C. Code of Federal Regulations (14CFR) Part 107: Regulations issued by the FAA for the commercial or public operation of small unmanned aircraft systems.

D. Federal Aviation Administration (FAA): The division of the United States Department of Transportation that inspects and rates civilian aircraft and pilots, enforces the rules of air safety and installs and maintains air-navigation and traffic-control facilities.
 
E. Incident: Incident/mishap that results in an unsafe/abnormal operation including but not limited to: 
1. A malfunction or failure of the unmanned aircraft’s on-board flight control system (including navigation) 
2. A malfunction or failure of ground control station flight control hardware or software (other than loss of control link) 
3. A power plant failure 
4. An in-flight fire 
5. An aircraft collision 
6. Any in-flight failure of the unmanned aircraft’s electrical system requiring use of alternate or emergency power to complete the flight. 
7. A deviation from any provision contained in the COAs 
8. A deviation from an ATC clearance and/or Letter(s) of Agreement/Procedures 
9. A lost link event resulting in a Fly-away, or execution of a pre-planned/unplanned lost link procedure. 

F. National Transportation Safety Board (NTSB): An independent U.S. government investigative agency responsible for civil transportation accident investigation.
 
G. Notice to Airman (NOTAM): A written notification issued to pilots before a flight, advising and warning them of circumstances relating to their flying. 

H. Parade: A march, procession, or other similar activity consisting of persons, animals, vehicles, or things, or any combination thereof, upon a public street, sidewalk, alley, or other public place, which requires a street closing or otherwise requires stopping or rerouting vehicular traffic because the parade will not or cannot comply with normal or usual traffic regulations or controls. Parade does not include a political protest, march, demonstration, or other assembly protected by the First Amendment.  

I. Pilot in Command: A member of the Peoria Police Department who is trained, certified and authorized to control a UAS during flight.

J. Risk Analysis: A structured risk-mitigation procedure to determine the risk of flight.

K. Routed Event:  A parade, walk, or race that:

1. Is hosted by the State of Illinois, or a county, municipality, township, or park district;
2. Is outdoors and open to the public; and
3. Has an estimated attendance of more than 50 people.

Routed Event does not include any political protest, march, demonstration, or other assembly protected by the First Amendment.

L. Special Event:  A concert or food festival that:
1. Is hosted by the State of Illinois, or a county, municipality, township, or park district; 
2. Is outdoors and open to the public; and
3. Has an estimated attendance of 350 or more people.

Special Event does not include any political protest, march, demonstration, or other assembly protected by the First Amendment.

M. Unmanned Aircraft System (UAS): Consists of the small, unmanned aircraft weighing less than 55 lbs., the command system, a secure control link and other safety and support systems for operation of the UAS.

N. Visual Observer: A member of the Peoria Police Department authorized to maintain visual observation of the UAS while in flight.


V. AUTHORIZATION OF USE

A Pilot in Command may authorize the deployment of the UAS under the following circumstances:

A. To counter a high risk of a terrorist attack by a specific individual or organization if the United States Secretary of Homeland Security determines that credible intelligence indicates that there is that risk.


B. Pursuant to a search warrant; based on probable cause issued under Section108-3 of the Code of Criminal Procedure of 1963. The warrant must be limited to a period of 45 days, renewable by the judge upon a showing of good cause for subsequent periods of 45 days.

C. If a law enforcement officer possesses reasonable suspicion that, under particular circumstances, swift action is needed to prevent imminent harm to life, or to forestall the imminent escape of a suspect or the destruction of evidence. 

1. The use of a drone under this section is limited to a period of 48 hours. Within 24 hours of the initiation of the use of a drone under this section, the Chief of Police must report in writing the use of a drone to the local State's Attorney.

D. Solely for crime scene and traffic crash scene photography and must be conducted in a geographically confined and time-limited manner to document specific occurrences and shall make every reasonable attempt to only photograph the crime scene or traffic crash scene and avoid other areas.

1. The use of a drone for this purpose on private property requires either a search warrant based on probable cause under Section 108-3 of the Code of Criminal Procedure of 1963 or lawful consent to search.
 
E. Attempting to locate lost or missing persons, engaging in search and rescue operations, or aiding a person who otherwise cannot be safely reached, and is not also undertaking a criminal investigation;

F. Mass casualty events;

G. Disaster response and recovery;

H. Public health emergency;

I. Suspected explosive devices;

J. Public safety and life preservation missions; 

K. Fire suppression or investigation;

L. Hazardous material releases;

M. To conduct an infrastructure inspection of a designated building at the express request of a local government agency. When operating for this purpose, every reasonable attempt shall be made to photograph only the building or structure and to avoid other areas.  

N. To demonstrate the capabilities and functionalities of a police drone for public relations purposes, provided that no information is collected or recorded by the drone during such demonstration.

O. In response to Public Safety Access Point dispatched calls for service, when the sole purpose for using a drone is for one or more first responders to locate victims, to assist with immediate victim health or safety needs, or to coordinate the response of emergency vehicles and personnel to an emergency. Public Safety Answering Point has the meaning given in Section 2 of the Emergency Telephone System Act.  

P. In support of the Peoria Fire Department when the underlying mission meets the uses outlined in this policy; and

Q. Mutual Aid support when the underlying mission meets the uses outlined in this policy.

R. Routed or Special Event

The use of a drone for a Routed or Special Event requires that:

1. Notice is posted at the event location for at least 24 hours before the event and clearly communicates that drones may be used at the upcoming event for the purpose of real-time monitoring of participant safety;
2. Notice is posted, if practical, at major entry points to the event clearly informing the attendees that a drone may be used for the purpose of real-time monitoring of participant safety;
3. The drone is flown in accordance with Federal Aviation Administration safety regulations.
4. The drone may be used in advance of an event, before event participants have begun to assemble, for the sole purpose of creating maps and determining appropriate access routes, staging areas, and traffic routes, provided that no personal identifying information is recorded and provided further that no recorded information is used in any criminal prosecution; or
5. During the event to proactively support public safety personnel by monitoring the public safety footprint in real-time:
i. To detect a breach of event space, including a breach by an unauthorized vehicle, an interruption of a parade route, or a breach of an event barricade or fencing;
ii. To evaluate crowd size and density;
iii. To identify activity that could present a public issue for the crowd as a whole, including crowd movement;
iv. To assist in the response of public safety personnel to a real-time public safety incident at the event; and
v. To assess the traffic and pedestrian flow around the event in real time.


VI. OPERATION OF THE UAS

A. The use of the UAS shall be in accordance to 725 ILCS 167, all applicable FAA regulations and the manufacturer’s procedures.
 
B. Only the PIC shall operate the flight controls of the UAS. 

C. The UAS shall only be operated for legitimate departmental purposes.

D. The UAS shall only be operated in accordance with the approved FAA COAs or CFR Part 107.

E. The PIC will only operate the UAS in weather conditions as recommended by the manufacturer and FAA regulations. 

F. The PIC will complete a risk analysis assessment and implement risk mitigation measures when necessary, so as to operate the UAS in a safe manner. 

G. The PIC will conduct a safety briefing with the visual observer and any other personnel at the flight location. 

H. The PIC will be aware of his/her surroundings and note any obstacles or any other possible dangers in the flight area.
 
I. The PIC will identify a second landing area in case of an emergency. 

J. The PIC is responsible for making the final determination if the UAS will be utilized. At any time the PIC may terminate the mission.
 
K. In addition to equipment and documents required by the FAA, some type of communication device (i.e. a VHF radio, departmental issue radio or cell phone) will be carried by the PIC while operating the UAS. 

L. The presence of visual observers and spectators is authorized given compliance with the following provisions: 
1. The visual observers and spectators will receive a safety briefing that addresses the mission intent, safety barriers, non-interference with UAS mission personnel, and emergency procedures in the event of an incident or accident. 
2. The spectators will be directed to, and contained within, a specific observation point that minimizes the risk of injury and ensures that they do not interfere with the UAS mission. 
3. The Department will ensure that spectators do not engage in conversations, discussions, or interviews that distract any crew member or mission personnel from the performance of his/her duties or interfere in any way with the proper conduct of those duties. 
4. The Department will limit the number of spectators that can be adequately monitored and protected by personnel and resources onsite.
5. Operations will be conducted in compliance with all of the existing provisions, conditions and mitigations of the current/active COA(s) on file or CFR Part 107.

M. Accident/Incident Investigation – The Technical Services Lieutenant shall be notified of any accident/incident. The PIC will document all accidents and incidents involving department UASs. If required, the PIC is responsible for reporting any accidents or incidents to the FAA in a manner acceptable to the FAA Administrator and must supply any additional documentation that may be required. The FAA requires accident or incident reports be submitted within 10 calendar days. The NTSB shall be notified immediately if an unmanned aircraft accident occurs, and any person suffers death or serious injury. 

N. A law enforcement agency operating a drone is prohibited from using, during a flight, onboard facial recognition software that works in conjunction with the drone. A law enforcement agency operating a drone is prohibited from using any information gathered by a drone with any facial recognition software, unless either: 

1. the law enforcement agency is using the drone to counter a high risk of a terrorist attack by a specific individual or organization and the United States Secretary of Homeland Security has determined that credible intelligence indicates that there is such a risk or;
2. the law enforcement agency possesses reasonable suspicion that, under particular circumstances, swift action is needed to prevent imminent harm to life or to forestall the imminent escape of a suspect or the destruction of evidence. 


VII. PROHIBITED USE

Except as provided in Section V of this directive, the UAS may not be used to gather information.  The UAS shall not be used to:

A. Conduct random surveillance activities;

B. Target a person based solely on individual characteristics, such as race, ethnicity, national origin, religion, disability, gender or sexual orientation; or

C. Conduct any business other than official Department business.

D. A law enforcement agency is prohibited from equipping or using on a drone any firearm, weaponized laser, kinetic impact projectile, chemical agent or irritant, or any other lethal or non-lethal weapon. 




VIII. ALTITUDE RESTRICTIONS

A. The PIC will ensure the UAS is operated at a safe altitude and in accordance with any and all applicable FAA regulations and in accordance with the PIC’s training and SOPs for the UAS. 

B. When operating under CFR Part 107 the altitude of the small unmanned aircraft cannot be higher than 400 feet above ground level, unless the small unmanned aircraft is flown within 400 foot radius of a structure; and does not fly higher than 400 feet above the structures immediate uppermost limit. 

IX. EMERGENCY PROCEDURES

A. Lost Link: loss of the communication link between the UAS and the hand controller 
1. The PIC will announce the failure to the observer. 
2. The UAS will enter a fail-safe mode within one second of the condition being detected. The UAS will be set to return to the point of departure or “home.” After landing, the UAS motors will be powered off. 
3. In the event of a Lost Link Fly-Away, the PIC will immediately notify the Air Traffic Control. 

B. Fatal Condition Response (FCR): a sensor failure, motor failure, airframe damage or power failure 
1. The PIC will announce the FCR. 
2. The PIC will immediately initiate an emergency landing. 
3. The visual observer will assist the PIC to avoid persons or property during landing. 

C. Lost Visual Contact: loss of sight of the UAS by the Observer 
1. Visual observer will announce lost sight of UAS. 
2. PIC will hover until visual observer re-establishes visual contact. 
3. If contact is still lost, the PIC will ascend to re-establish visual contact. 
4. If unable to re-establish contact the PIC will return the UAS to home above the Minimum Safe Height (MSH) and land. If sight is re-established by the visual observer the mission can resume. 

X. ALCOHOL AND DRUGS

A. No person may act as a PIC or crew member of an UAS within 8 hours of consumption of any alcoholic beverages. 

B. Any pilot whose ability to pilot a UAS is affected by any drug will not operate the UAS. It is the PIC’s responsibility to ask his/her doctor if any prescribed drug or over-the-counter medication will affect their ability to function as a PIC. 


XI. TRAINING 

A. All PICs who will be flying UAS missions shall be properly trained in accordance with the FAA requirements. 
1. The PIC will meet all conditions of the COA, or CFR Part 107 as issued by the FAA. 
2. The PIC will have a current working knowledge of the airspace intended for operations, air traffic control communication requirements, specific UAS aerodynamic factors, and the ability to obtain and interpret weather. 
3. All new PICs will demonstrate proficiency in the operations of the UAS to the Technical Services Lieutenant or designee.
 
B. Recurrent training may be accomplished through training dates, classroom instruction, proficiency practice flights, seminars, and conferences. 
1. All PICs will complete three (3) operational missions or complete one (1) training mission to include three take-offs and landings, every 90 days utilizing a Department-owned UAS. 
2. Once a year, all PICs will demonstrate proficiency in UAS operation to the Technical Services Lieutenant or designee. PIC’s will demonstrate proficiency in preflight procedures, taking off, landing and at least one of the four training scenarios as outline in the checklist. 
3. All PICs shall review and be familiar with the current COA and CFR Part 107, and maintain proficiency in their operator/visual observer skills. 
4. Recurrent training is not limited to actual PIC/Visual Observer skills, but includes knowledge of all pertinent UAS and aviation matters. 
5. Failure to maintain/prove proficiency can result in removal from UAS operations.

C. The PIC will post and update all training records and certificates retained on the department server. The PIC will maintain copies of all of his/her records and certificates. 

D. Non-recurrent training may be accomplished through planned training in conjunction with other PPD divisions, local law enforcement, fire departments, state agencies and federal agencies,. 
1. Non-recurrent training must meet all FAA regulations as referenced in the COA or CFR Part 107. 
2. Non-recurrent must be approved by the Technical Services Lieutenant. 
3. Non-recurrent training must follow the requirements set forth in the Freedom from Drone Surveillance Act.







XII. MAINTENANCE

A. Properly maintained UASs are essential to safe operations. Compliance with manufacturer’s scheduled maintenance, pre-flight inspections, and immediate repair of mechanical problems ensure the availability and safety of Departments UASs.
1. Each PIC that is assigned a UAS will be responsible for the proper maintenance of that UAS.
2. The PIC will schedule all maintenance for the UAS and it will be done with the least amount of disruptions possible to UAS operations. 
3. The PIC will maintain all maintenance records and provide a copy to the Technical Services Lieutenant. 

B. Prior to a UAS being returned to service after scheduled maintenance, the UAS will be inspected by the PIC and the UAS shall be test flown. 
1. A test flight is not considered recurrent or non-recurrent training. 
2. A test flight will occur after any upgrade to the UAS system or anytime maintenance is performed on the UAS system. 
3. Maintenance flights may be flown without an observer as long as Visual Line of Sight (VLOS) is maintained by the PIC at all times. 
4. The test flight will be recorded in the UAS maintenance record. 

C. Upon the completion of any repairs performed by the manufacturer or the PIC, those repairs will be entered in the UAS maintenance logbook. The PIC will notify the Technical Services Lieutenant of any maintenance required or completed or upgrades to the UAS. 


XIII. EVIDENCE COLLECTION AND RETENTION

A. Following a UAS operation, with the exception of training, the UAS operator shall preserve any UAS video(s) created. The video(s) recorded will be uploaded into the approved digital evidence management system. The collection and uploading of the video(s) will be documented in a report by a Peoria PD officer.

B. All information gathered by the use of a UAS under Section (V)(A, B, C, D, E, G, H, and O) shall be destroyed within 30 days.

C. All information gathered by the use of a UAS under Section (V)(R) shall be destroyed within 24 hours.

D. All information gathered by the use of a UAS under Section (V)(M) shall be turned over to the requesting government agency as soon as practicable, and all gathered information shall be destroyed immediately after the information has been turned over.

E. A supervisor may require the retention of particular information if:
1. There is reasonable suspicion that the information contains evidence of criminal activity;
2. The information is relevant to an ongoing investigation or pending criminal trial;
3. A supervisor deems that the information will be used exclusively for training purposes, provided that any such information shall not contain any personally identifiable information; or
4. The information consists of only flight path data, metadata, or telemetry information of the drone. 

F. Unauthorized use, duplication, and/or distribution of UAS videos are prohibited. Personnel shall not make copies of any UAS videos for their personal use and are prohibited from using a recording device such as a personal camera or any secondary video camera to capture UAS videos. All recorded media, images and audio are the property of the Peoria Police Department and shall not be copied, released, or disseminated in any form or manner outside the parameters of this policy without the expressed written consent of the Chief of Police.

G. Departmental request for a UAS video, including requests from the Peoria County State’s Attorney’s Office or City Attorney’s Office, shall be forwarded as a written request via e-mail, to the Records Division, with sufficient information to locate the UAS video.

H. Non-Departmental Requests for a UAS video shall be accepted and processed in accordance with Federal, State, and local laws, and departmental policy (discovery, media inquiries, subpoenas, Public Records Act requests, etc.).



XIV. DISCLOSURE OF INFORMATION 

A. Personnel shall not disclose any information gathered by the UAS, except that a supervisor may disclose particular information to another governmental agency, if:
1.  There is reasonable suspicion that the information contains evidence of criminal activity, or
2.  The information is relevant to an ongoing investigation or criminal trial.
B. Records of drone usage, including flight path data, metadata, or telemetry information of specific flights, if available, may be disclosed subject to the Freedom of Information Act and rules adopted under that Act.
C. The Peoria Police Department shall neither sell any information gathered by a drone nor disclose any information gathered by a drone to any person or entity to whom disclosure is not authorized under this section. 
D. Nothing in this Order prevents the disclosure of information through a court order or subpoena in connection with a criminal proceeding or if the disclosure is in regard to a completed traffic crash investigation.

XV. ROLES AND RESPONSIBILITIES

A. The Technical Services Lieutenant shall manage the UAS Program and ensure the program operates in accordance with all Federal, State and local laws, and within department policy and guidelines. In addition, the Technical Services Lieutenant will:
1. Maintain all training flight and maintenance records for each PIC, as well as individual airframes.
2. Ensure PICs stay current with their training and certifications.
3. Maintain contact with the FAA and familiarity with the pertinent FAA regulations.
4. Evaluate airframes based on mission needs.
5. Remain up to date with current UAS case law, best practices, and industry standards.
6. Maintain records of each mission. 
7. Report number of drones owned by the Department and drone usage information to the Illinois Criminal Justice Information Authority by April 1 of each year. This report shall also contain a copy of this policy.

B. Pilot in Command: the PIC’s role is to safely operate the UAS in accordance with all applicable law and policy.
1. The PIC may reject a flight based on personnel safety or violation of FAA regulations.
2. The PIC shall be responsive to requests and input from the Visual Observer to accomplish the safe and effective deployment of the UAS.
3. PICs are responsible for mission documentation and updating the flight book.
4. The PIC may appoint a Visual Observer based on the circumstances of a particular mission.
5. The PIC shall forward a report to the Drone Commander after each usage of a drone. The report shall include the date and time of use, reason for use, location, whether video was recorded and whether the video is designated for retention for training purposes.

C. Visual Observer: the visual observer’s role is to assist in the safe and effective operation of the UAS. The visual observer shall:
1. Assist the PIC in avoiding obstacles.
2. Operate any attachments to the UAS.
3. Remain alert for safety issues surrounding the PIC and visual observer.
4. Handle radio communications.



XVI. VIOLATIONS
A. Any violations of the Freedom from Drone Surveillance Act or this Order shall be investigated by the Department. The Department shall immediately take actions to prevent future violations through any one or more of the following means:
1.  Training;
2.  Discipline, including progressive for repeated violations;
3.  Other means that will prevent repeated violations.

B. If the Department learns of willful and wanton violations of the Freedom from Drone Surveillance Act, the Department shall immediately remove the pilot from the drone program and take action to prevent further willful and wanton violations. 






This directive provides general guidelines to personnel regarding proper practices and is for internal use only.  It is not intended to enlarge an officer’s criminal or civil liability in any way, except as to any disciplinary action that might arise.  It should not be construed as the creation of a higher standard of safety or care in an evidentiary sense, with respect to third party claims.  Violations of this directive, if proven, can only form the basis of a complaint by this department, and then only in an employment related proceeding.  
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