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State crime labs struggle
to keep up with demand

The criminal justice system is
relying more than ever on
DNA analysis and other
forensic techniques, but lab
resources haven’t kept pace.
Inside, a look at some trends
in forensic science and the
work of forensic laboratories.

At the lllinois State Police Forensic
Science Center at Chicago, a
forensic scientist (right) extracts
DNA, while a ballistics technician
(below) analyzes microscopic
markings on a bullet.
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Funds to help expand treatment services
for juvenile offenders

Gov. George H. Ryan recently announced a statewide $3.7 mil-
lion substance abuse initiative to expand treatment services for
juvenilesinvolved with the criminal justice system. Administered
by the lllinois Department of Human Services (DHS), theinitia-
tivewill rely on interagency collaboration between DHS's Office
of Alcoholism and Substance Abuse, the Department of Correc-
tions, the Administrative Office of the lllinois Courts, local court
and probation systems, and substance abuse treatment providers.
The goal of theinitiative isto establish asystem for assess-
ment and placement within community substance abuse treatment
programs. Serviceswill include afull continuum of care, includ-
ing recovery homes and models of treatment unique to youth
leaving the corrections system and re-entering their communities.

New Web site helps research

Accessto the latest criminal justice research was made easier with
the introduction of an updated National Criminal Justice Refer-
ence Service (NCJIRS) Web site. NCIRS isakey Internet source
for information on current research in criminal justice, juvenile
justice, and drug policy.

The new site, www.ncjrs.org, offersimproved organization
through streamlined criminal justice topics, anew feature for
comprehensive research on selected issues, and the latest justice
research findings. The site also offers acomprehensive database
containing more that 160,000 citations and abstractsto criminal
justice works, and more than 1,500 full-text online publications.

Helping Paws benefits many in Illinois

The new Helping Paws Service Dog Program at the Dwight Cor-
rectional Center brings together an unlikely group of Illinois
residents while enhancing their lives. The lllinois Department of
Caorrections (IDOC), in collaboration with the Clarence Founda-
tion and Lake Land College, implemented Helping Paws to rescue
dogs, bring them to the correctional facility for training, and place
them with people who have special needs. Femaleinmates at the
Dwight Correctional Center learn to care for the dogs and train
them to perform avariety of services, such asturning off lights,
retrieving objects, and opening cabinets. Once the animals have
mastered the tasks, they are placed in homes across the state at no
cost to their new owners.

The Clarence Foundation rescues dogs from streets and shel-
ters. The animals are medically cared for, and then sent to the
correctiona facility. While the dogs are learning to be of service,
inmates are educated about grooming and training. Inmates who
successfully complete the program become licensed dog groom-
ersthrough Lake Land College. If the dogs make the grade, they
are sent to help a new, loving owner with routine tasks.

“Helping Pawsis transforming lives— both human and ca-
nine,” said Donald Snyder, IDOC director.
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Two lllinois counties honored for traffic safety

Will and Livingston county sheriff’s offices have been honored
for their work in traffic safety by the International Association of
Chiefs of Police. The Will County Sheriff’s Office placed firstin
the Chief’ s Challenge Competition among departments with 101
officers and above. The Livingston County Sheriff’s Policewasa
first place winner in the chief’ s competition among departments
with 26-50 officers.

ThelACP, in cooperation with the National Highway Traffic
Safety Administration and the National Sheriff’s Association,
sponsors the annual competition to encourage maximum safety
belt use and impaired driving enforcement. Departments are
judged on criteria such as operational guidelinesregarding all
traffic enforcemnt activities, the type and quality of officer train-
ing in traffic safety subjects, public education efforts, and
enforcement activities.

Drug court conference

Thelllinois Association of Drug Court Professionals (IADCP)
will sponsor its Second Annual Conference Sept. 25 at the Holi-
day Innin Matteson. The IADCP is a statewide organization
comprised of judges, prosecutors, defense attorneys, court admin-
istrators, probation officers, law enforcement and correctional
officers, alcohol/drug treatment professional's, and community
activistswho work in, or have an interest in, treatment-based drug
courts. For conference or membership information, call Susan
Stanger at (773) 869-5127.

Federal fiscal year grants designated

The Authority received designations for several grants from the
U.S. Department of Justice for federal fiscal year 2001.

The Residential Substance Abuse Treatment (RSAT) pro-
gram received $1.84 million to continue providing assistance to
state prisoners. The lllinois Department of Correctionswill re-
ceive most of these funds. RSAT programs must provide
treatment for six to 12 months, offer servicesin aresidential set-
ting away from the general inmate population, focus on substance
abuse, and develop inmates’ social, cognitive, behavioral, and vo-
cational skills.

The Authority received $19.7 million under the federal Anti-
Drug Abuse Act (ADAA), also known as the Edward Byrne
Memorial Stateand Local L aw Enforcement Assistance Pro-
gram. Byrne funds support government programs that enable
the enforcement of Illinois drug laws and help decrease
violent crime.

The Authority received $15.1 million to administer Victims
of CrimeAct (VOCA) programsin lllinois. Funded with fines
paid by those convicted of violating federal laws, VOCA supports
direct servicesto victims of violent crime. The act requires that
priority be given to servicesfor victims of sexua assault, domes-

tic abuse, child abuse, and other groupsidentified by the state as
underserved victims of violent crime

Ilinoisreceived $4.1 million under the Violence Against
Women Act (VAWA). VAWA funds are used to improve the re-
sponse of the criminal justice system to victims of sexual assault
and domestic violence.

The Authority received $8.6 million for the Juvenile Ac-
countability Incentive Block Grant (JAIBG) program, which
was enacted in 1998 to promote greater accountability in the ju-
venilejustice system. JAIBG funds can used for initiatives such
as programs designed to enable prosecutors to address drug, gang,
and youth violence problems more effectively, and programs es-
tablishing and maintai ning interagency information-sharing
capabilities.

The Authority had $1 million to distribute under the L ocal
Law Enforcement Block Grants program and was ableto
fund proposals from 66 agencies, 63 of which received LLEBG
fundsfor the first time. The Authority received 350 proposals
for LLEBG funds, seeking more than $5 million. The grants are
for equipment for officer safety and basic law enforcement
operations.

Racial and ethnic justice national forum slated

The National Criminal Justice Association National Forum 2001,
“...And Justice For All — Creating Racial and Ethnic Justicein
America’, will take place July 30 and Aug. 1 at the Hilton Sedona
Resort in Sedona, Ariz. The conference will aim to assist public
officialsin making informed policy decisions concerning pro-
grams and proceduresto create racial and ethnic justicein all
facets of state and local criminal justice and judicial systems. For
registration information, contact the NCJA at (202) 624-1440.

Authority staff contribute to criminal
justice journal

An article written by Authority Associate Director Gerard F.
Ramker and Senior Research Scientist David E. Olson appeared
in the most recent issue of The Justice System Journal, (Volume
22, Number 1, 2001).

Thearticle, “Crime Does Not Pay, But Criminals May: Fac-
tors Influencing the Imposition and Collection of Probation
Fees,” summarizesthe findings of a study of 2,400 adults on pro-
bationin Illinois.

The Justice System Journal isa publication of the National
Center for State Courts. An earlier version of “ Crime Does Not
Pay, But Criminals May: Factors Influencing the Imposition and
Collection of Probation Fees’ was presented at the Annual
Meeting of the Midwestern Criminal Justice Association in Oc-
tober 1999.1
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Features

State police lab system resources aren’t
keeping up with increasing demand

early 20 years ago, the regional

crime laboratories of thelllinois

State Police were recognized
leadersin thefield of forensic science, be-
coming the first state crimelab systemin
the country to be accredited. Today, the
laboratories are still top-notch, but their
ability to keep up with the increasing de-
mand for forensic servicesis being
threatened by chronic staffing shortages
and aging facilities.

Gov. George H. Ryan recently recog-
nized this situation in his proposed fiscal
year 2002 budget, earmarking $1.5 million
to hireforensic scientists and lab person-
nel. The funding isintended to address
backlogs in the processing of evidence, es-
pecially in DNA testing, within the state’s
lab system.

“My proposed budget recognizesthe
important link between overall public
safety and timely access to the latest tech-
nical advancesin forensic science,” Ryan
said in announcing his budget.

The additional funding would allow
the state police labsto hire 80 people,
most of them to be trained as forensic sci-
entists and lab technicians.

“That will be atremendous help,” said
ISP Deputy Director TeresaKettelkamp,
head of the Division of Forensic Services.

The need for more resources

| SP administrators have predicted that
without additional resources state police
crime labs could be completing less than

Daniel Dightonisa public information
officer with the Authority.

By Daniel Dighton

50 percent of their casesin atimely man-
ner by 2002. There simply is not enough
staff to keep up with the increasing
workload.

A couple of factors have had alarge
impact on the current trend. For one, po-
lice agencies simply have been improving
their investigative capabilities and collect-
ing more evidence for analysis at the ISP
labs. An even bigger reason for thein-
creased workload isthat five years ago the
state police assumed responsibility for the
Chicago Police Department’ sforensic
laboratory work.

The Forensic Science Center at Chi-
cago opened on July 1, 1996, asthe
eighth, and by far thelargest, ISPlabin
the state. The Chicago Forensic Science
Center accounts for more than half of al
case submissionsto ISP labs. The
workload statewide for the labs hasin-

creased sharply since then, but the size
of the laboratory analytical staff has not
kept pace.

In 1996, | SP labs had 269 forensic
scientists and trainees. These analysts
handled 74,390 cases, for an average of
277 cases per anayst. By 2000, there were
about 30 more analysts statewide, but they
handled 122,722 cases, for an average of
412 cases per analyst (Figures 1-3). Mean-
while, the number of overtime hours
worked increased dramatically, and the
percent of cases completed within estab-
lished time standards fell steadily.

Crime labs have long history

Crimelabsin lllinois have along history.
Thefirst police crimelabin lllinoiswas
established in Chicago as aresult of the
gangster wars of the Prohibition era. The

Figure 1
Case activity at ISP labs
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direct catalyst was the notorious St.
Vaentine's Day Massacre of 1929.

When seven members of “Bugs’
Moran’'s gang were cut down in abarrage
of gunfirein agarage on North Clark
Street, witnesses reported seeing police of -
ficersleaving the building. Part of the
subsequent investigation focused on
whether police officers had been involved.
A nationally recognized expert on firearms
was called in to examine the recovered
bullets and compare them to Thompson
sub-machine guns used by Chicago police.
It was determined that police weapons did
not fire any of the bulletsinvolved in the
massacre, and the police impersonators at
the crime scene were later linked to Al
Capone's gang.

Members of the grand jury investigat-
ing the massacre were so impressed by the
testimony of the expert witnesson fire-
arms, Col. Calvin Goddard, that they
recommended the creation of ascientific
crime laboratory in Chicago. Thefirst Chi-
cago crime laboratory opened in June
1929 in awing of the Northwestern Uni-
versity Law School.

The Chicago Police Department as-
sumed full responsibility for thelabin
1938. CPD operated the [ab until turning
those duties over to the lllinois State Po-
lice when the new Forensic Science
Center at Chicago opened on Roosevelt
Road in 1996.

Today, the lab handles about 60,000
pieces of evidence ayear, with roughly
80 percent of those items being drugs.
Every day, some 200 to 400 pieces of evi-
dence arrive at the lab. Each piece must
be electronically scanned using a bar
code system, which is used to track it
throughout the lab and maintain the chain
of custody.

Statewide lab system

In addition to the Chicago Forensic Sci-
ence Center, there are state police labsin
Carbondale, Fairview Heights, Joliet,
Morton, Rockford, Springfield, and
Westchester (map). TherealsoisaRe-
search and Development lab in
Springfield, and there are training labs at
severd facilities.

Figure 2

Analytical staff at ISP labs
(including trainees)
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Figure 3

Average cases worked per analytical staff
(including trainees)
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Although every lab does not do work
inall areas, the state lab system conducts
forensic analyses across several disci-
plines, including:

Drug Chemistry — to determineif
evidence contains controlled substances or
cannabis.

Toxicology — to identify drugs or
poisonsin tissue, blood, urine, or other
body fluids.

Trace Chemistry — to identify and
compare traces of evidence from arsons,
explosions, accidents, and non-drug re-
lated cases.
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Micr oscopy — to obtain
enlarged images of small ob-
jects, such as hairs, fibers,
woods and building materials.

Forensic Biology/DNA
— toidentify and compare
body fluids and other biologi-
cal matter through DNA
analysis.

Latent Prints—tofind
and compare prints | eft at
crime scenes with those of po-
tential suspects.

Firear ms— to determine
if specific bullets, cartridges,
or firearms can be related to
particular crimes.

Springfield

Lengthy training

Forensic scientists at the

state’ slabs are recruited from
the ranks of college science
major graduates. They must
then undergo extensive train-
ing at an ISP lab, which can
take anywhere from 12 to 36
months, depending on the spe-
cialty. Training for forensic
scientists working with DNA
and crossed trained asforensic
biologists, one of the areas of
greatest need, takes about two
years, Kettelkamp said.

It is not uncommon for
the state police to train forensic scientists
and then see them leave a short time later
for higher paying laboratory jobsin the
private sector or with another government
agency. This presents a hardship for the
lab system asit strugglesto keep positions
filled and continuously train new scien-
tists. Itisalso difficult to keep an
adequate number of instructorsin the
various disciplines.

One thing | SP administrators are con-
sidering to address the turnover problem
isarequirement that recruits agree to stay
with | SP after they finish training for at
least aslong astheir training lasted.

Another plan isto adjust the pay
grade steps and create a category for fo-
rensic scientist administrators. Because

Hancock | McDonough

ISP Regional Laboratories

Rockford

Lake

Cook

DuPage

Kendall | wiy

LaSalle D
Henry Bureau

Rock Island Grundy

Mercer L oaree |

Putnam

Knox Stark

Marshall Livingston

0 Chicago

field. Such afacility could
accommodate al initial train-
ing aswell as ongoing
in-servicetraining. It could
also serve asaMidwest train-
ing center for FBI classes
offered to law enforcement
agencies, she said.

Westchester

- Joliet

Outdated facilities

The condition of the |abora-
tory facilitiesis another issue
that | SP wants to address and

5

Bulin O McLean
Tazewell e

Mason

Schuyler

@
%,
&
&

Jersey
Bond
Madison

Clinton

Fairview Heights

St. Clair Wayne
O Washington | Jefferson. wsgl

Monroe

Warren
Peoria Iroquois
‘Woodford
[ Morton

Randolph | Perry

White
Franklin

Saline Gallatin
Williamson

Carbondale

Johnson

forensic scientists can get overtime pay,
they can easily end up earning more
money than managers who do not qualify
for overtime, making it difficult to fill
management positions, K ettelkamp said.

Until 1995, most of thetraining for
analysts was conducted at the Southern |I-
linois Forensic Science Centrein
Carbondale. The only exception was toxi-
cology, which was taught in Springfield.
But in 1995, the classes for new employee
training became too large to be accommo-
dated at the Carbondale facility. Now, an
orientation is conducted in Carbondale
and subsequent training is done there and
at other regional labs.

K ettelkamp said one of her goalsfor
the lab system isto consolidate all training
at aforensic science institutein Spring-
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improve over the next few
years. Of the eight regional
laboratoriesin the system,
only the facilitiesin Chicago,
Morton, Joliet (second floor),
and Rockford were con-
structed as laboratories. The
first floor of Joliet was con-
verted from business offices,
aswerethelabsin Spring-
field and Westchester, and

g, the Research and Develop-

ment lab in Springfield. The
facility in Carbondale had
previously been acollege
dormitory, and theonein
Fairview Heightswas atu-
bercul osis sanatorium.
Several facilities suffer
from being either too small,
or they have inadequate
heating, ventilation and air conditioning,
whichiscrucid to the sensitive nature
of the equipment and the tests at the
laboratories.

“It takes some special expertiseto
build afacility asaforensicslab,”
Kettelkamp said.

Today, even though Chicago isfairly
new and an exceptional facility, itistoo
small and needs to be expanded. “I1t was
built too small to begin with,” Kettelkamp
said. ISP originally wanted a 120,000-
square-foot facility in Chicago, but got a
building with only 85,636 square feet.
Plans are now under way for expansion of
thelab.m



State seeks

he use of DNA has become one of
I the most powerful methods of
crime solving. But while DNA
testing is on the rise within the criminal
justice system, resources haven't kept up
with demand.

“ Success generates more emphasis
on the use of DNA technology,” said
Kathleen Stevens, assistant deputy direc-
tor of the lllinois State Police’ sDivision
of Forensic Services. “ Thisemphasis
causes a substantial increasein case sub-
missions.”

The fundamental building block of a
human’s entire genetic makeup, DNA, or
deoxyribonucleic acid, contains compo-
nents of nearly every cell in the human
body. It can be detected in blood, semen,
skin cells, tissue, organs, muscle, brain
cells, bone, teeth, hair, saliva, mucous,
perspiration, fingernails, and other bio-
logical matter, and isthe samein every
cell of the body.

Rapid growth in cases

DNA technology ingtills a heightened
sense of justice in the community asthe
unjustly accused are exonerated and the
truly criminal are convicted. Illinois State
Police DNA case submissionsincreased

nearly 35 percent between 1999 and 2000.

“The success of DNA haslead to an
expectation on the part of the criminal
justice community to look for DNA evi-
dencefirst at acrime scene, rather than
relying on other forms of physical evi-
dence and investigative leads asin the
past,” Stevenssaid.

Crisgtin Monti isa public information
officer with the Authority.

By Cristin Monti

Photo by Daniel Dighton

Forensic Scientist Tanis Wildhaber
conducts a DNA extraction in a training
lab at the | SP’s Forensic Science Center
at Chicago.

The normal annual caseload growth
ratein most other forensic disciplinesis
between 6 and 8 percent, and it isun-
known whether the trend of increasing
DNA analysiswill continue, she said.

In December 2000, about 1,270 ISP
cases were backlogged for DNA analysis
of sexual assault evidence. State police
officials said with current staffing limita-
tions, it could take up to 17 monthsto
process these cases, provided no new
DNA cases were received. Federal grant
funding has been allocated by the Author-
ity to outsource many of these casesto
private labs to help reduce the backlog.

to reduce DNA backlog

National database

Using database technology, DNA evi-
dence taken from separate crime scenes
can be matched nationally and statewide.
The Combined DNA Index System
(CODIS) isused to generate suspectsin
unsolved cases and identify serial cases.
CODISisthe FBI'snational DNA data-
base. It is made up of three components: a
forensic database that contains DNA pro-
filesfrom semen and blood stainsfrom a
crime; apopulation database that can
match DNA profiles; and an offender data-
base of DNA information from individuals
who have been convicted of legidatively
specified offenses.

All DNA samplestaken from crime
scenes are entered into CODIS. Illinoisfo-
rensic labs also have accessto astate
database through CODIS.

Increased funding

A criminal justice plan for Illinois drafted
by the Authority callsfor increased fund-
ing of DNA initiatives. In addition, Gov.
George H. Ryan earmarked $1.5 million
of the state fiscal year 2002 budget to hire
additional scientists and laboratory per-
sonnel to address evidence processing
backlogsin the state police forensic lab
system, specifically for DNA testing.
“What is most damaging about the
DNA backlog is unsolved crimes, which
tranglates to offenders on the street com-
mitting additional crimes,” Stevenssaid.
ISP alsoisfacing increased DNA
casework asaresult of recent state legisla
tion increasing the number of offenses
requiring DNA samples. When it takes ef-
fect in acouple of years, arecently passed
law (SB 644) will requireindividuals con-
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victed of homicide, attempted homicide,
kidnapping, aggravated kidnapping, bur-
glary, and other serious crimesto provide
DNA samplesto authorities.

Some debate has arisen nationally,
however, over DNA testing requirements
for arrestees. Upon request by the National
Ingtitute of Justice, the National Commis-
sion on the Future of DNA Evidence
studied privacy, financial, and practical is-
suesinvolved in gathering DNA
samplesfrom arrestees. While the
commission is still debating the
congtitutionality of taking DNA
from an arrestee, it urged against
such DNA sampling until the con-
victed offender database backlog is
eliminated, more resources are al-
located toward DNA testing in
cases that do not have a suspect,
and additional funding isavailable
for an increased workload.

Analyzing DNA

The average DNA case takes about aweek
to complete. First, stain identification is
done to identify whether the evidence col-
lected is, in fact, blood, semen, salivaor
any other biological matter that could lead
to DNA analysis.

“We've had car doors come in here
where they swear it’sblood and it’ s barbe-
cue sauce,” said CeciliaDoyle, DNA
group supervisor at the lllinois State Po-
lice Forensic Science Center at Chicago.

With the exception of identical twins,
each person’s DNA is different. However,
a genetic connection can be made between
DNA types. In cases where the body of the
victim cannot be found, DNA taken from
the victim'’ srelatives may be used and
matched to DNA found on a suspect.

Environmental factors can be detri-
mental to the quality of DNA evidence.
DNA can be damaged with exposure to
heat, sunlight, moisture, mold, or bacteria.

But advancesin DNA technology al-
low forensic scientiststo achieve
meaningful results from smaller and more
degraded samples. DNA evidence can be
retrieved from nearly every surface, in-
cluding that of soda cans, cigarette butts,

and postage stamps, and forensically valu-
able DNA can be found on evidence even
after several decades.

While DNA testing has done wonders
for thefield of criminal investigation, itis
not without limitations. Like fingerprints,
DNA evidence cannot determine when or
for how long a suspect was at acrime
scene. Investigators |ook for evidence that
can be used to solve a case, such as body

“What is most damaging about the
DNA backlog is unsolved crimes,
which translates to offenders on the
street committing additional crimes.”
— ISP Assistant Deputy Director
Kathleen Stevens.

fluid found where it shouldn’t be. A
victim’ s blood on the clothing of a sus-
pect, for instance, would be useful
evidence.

DNA forensic science training may
take up to two years. DNA analysisin-
volves athorough, three-step process
including testing of the evidence and
completion of the casefile, peer review,
and another review by lab supervisorsto
ensure proper guidelines were followed.

The complex nature of DNA testing
allows only about four cases to be com-
pleted per month by each scientist. The
backlog of DNA cases at the Forensic Sci-
ence Center hovers near 400. “It'sa
tremendous number,” Doyle said.

Stevens said the DNA backlogisa
growing problem that also can be attrib-
uted to the introduction of new
technology. New techniques for DNA
analysis must be tested and validated be-
fore the technology is available for use by
forensic scientists. DNA technology has
changed three times since | SP began using
itinitsforensic labsin the early 1990s.
Each change requires validation and train-
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ing prior to actual application of the new
technology.

Prioritizing DNA evidence

Limited personnel resources require an
emphasis on effectively prioritizing case
processing. Evidence needed for upcom-
ing trials hastop priority and lab personnel
focusfirst on completing casefilesre-
quested by prosecutors.

Suspects can be held in cus-
tody for 72 hoursif blood or
semen is present on evidence.
While the testing processtypically
islong, itispossiblefor some
cases to be handled more quickly,
with verbal results given asto the
inclusivity or exclusivity of anin-
dividua in two to three days.

DNA analysisfor investiga-
tive purposes in cases where there
isasuspect isthe next priority.
Last onthelist of priorities, but not
|east important to the criminal justice com-
munity, is processing DNA evidencein
cases that do not have suspects. Theresults
of these tests are entered into CODIS. The
highest backlog is seen in caseswhere
there are no known suspects.

Reducing the backlog

To reduce the backlog of DNA cases, offi-
ciadsarecalling for astate forensic science
improvement plan to achieve timely, high
quality forensic services. They would also
like Congress to appropriate adequate
fundsfor the National Forensic Science
Improvement Act, which seeksto improve
the quality, timeliness, and credibility of
forensic science servicesfor criminal jus-
tice purposes.

“DNA isapowerful investigative
tool,” Stevens said. “ Eliminating the back-
log will allow law enforcement officers,
prosecutors, and defense attorneysto ex-
onerate the wrongfully accused, solve
crimes, and identify possible suspectsin
crimes where the suspect is unknown.” &



New technology, national network, keeps
fingerprinting on cutting edge

examiner with the lllinois State

Police’ s Forensic Science Center at
Chicago, Linda Engstrom has worked
some difficult cases. Lately, for the
toughest cases, she has used a method
for finding fingerprints that involves coat-
ing the surface of an object with
evaporated gold and zinc particlesin a
vacuum chamber.

I n her three years as alatent fingerprint

By Daniel Dighton

The vacuum metal deposition cham-
ber is generally amethod of last resort. It's
an attempt to find fingerprints on surfaces
where other more conventional methods
havefailed. Typical objects suitable for
the device are plastic bags, glass, and
itemsthat have been submerged in water,
Engstrom said.

Becauseit is one of the few machines
of itstypein the country, the state police
lab has received cases
from some distant

agencies seeking help
with evidence. Ina
recent case from the
New Y ork City Police
Department,
Engstrom attempted
unsuccessfully to de-
velop fingerprints on
three plastic bags that
had held the remains
of ahomicidevictim.

Forensic Scientist
Linda Engstrom
usesthevacuum
metal deposition
chamber to
develop latent
prints.

Photos by Daniel Dighton

Engstrom works alot with the Chi-
cago Police Department’s“cold case” unit,
which investigates old, unsolved homi-
cides. In one case she handled, a1979
homicide, she attempted to develop prints
on eight plastic bags that had been pre-
served as evidence and previously
checked for fingerprints using a powder
technique. Using the vacuum metal depo-
sition chamber she was able to develop
threeidentifiable prints. Unfortunately, it
turned out that they belonged to apolice
officer who worked the crime scene more
than 20 years earlier.

Although she hasn’t yet linked any
developed prints to a suspect, Engstrom
isn't discouraged. “It’sjust amatter of
timeiswhat it comes down to,” she said,
while demonstrating how tiny amounts of
evaporated gold and zinc adhere to
smooth surfaces such as plastic bags or
glassto reveal fingerprintsin the
machine’ s chamber.

Asits name suggests, the vacuum
metal deposition chamber createsa
vacuum environment that is significantly
below atmospheric pressure. Insideits
large cylindrical chamber, aminute
amount of gold is heated and evaporated.
Asthe vapors of the metal rise, the metal
particles are deposited on the objectsin-
side. Any residue from fingerprints on an
object, however, will absorb the gold.
Then asmall amount of zincissimilarly
heated until it evaporates. Those vaporized
particles adhere to the gold, except where
the gold was absorbed by the oily residue
of fingerprints. Any fingerprints on the ob-
ject are revealed by the absence of the
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grayish-white zinc, which has coated ev-
erything else.

TheFBI and the U.S. Secret Service
use vacuum metal deposition chambers,
but before the Chicago lab got onein
1998, ISP had to send itemsto Ontario,
Canada, for that type of testing.

Engstrom, who is one of several fo-
rensic scientists trained to use the
machine, said she usesit about once a
week, but it isgenerally amethod of last
resort for developing latent fingerprints
on evidence. “1 will useit after I’ ve gone
through other conventional methods,”
shesaid.

Latent fingerprints

Latent fingerprints are impressions that are
left on objects by human fingers, but
which areinvisible to the naked eye. Be-
cause of their unique characteristics,
fingerprints have long been a positive
means of identification.

Other techniques for visualizing fin-
gerprints on objects include the use of
powders, chemicals, dye stains, photo-
graphic films and filters, and electronic
devices such aslasers and computers. A
latent print examiner may use one or sev-
era of these techniquesto visualize
otherwise invisible fingerprints for analy-
sis and make photographic recordsto
preserve the prints.

The use of fluorescent dyeswith a
laser is one of the most common and suc-
cessful methods for finding fingerprints
at the ISP lab in Chicago, said Jan Girten,
chief of thelab’s Criminalistics Section.

“The laser really has been awork-
horsefor us,” she said. “We have two of
them and they’ re on day and night.”

Another popular method for develop-
ing fingerprintsisto fume an object by
heating supergluein a sealed chamber.
The gaseous fumes coat the object with a
white material that reveals fingerprints,
which can then be photographed or further
enhanced.

Latent fingerprints that have been de-
veloped on evidence can be used to
identify suspects by comparing them to

known fingerprintsin avast database com-
piled mostly through arrest records.

State and national databases

The fingerprint database is the backbone
of the Automated Fingerprint Identifica-
tion System (AFIS). Inlllinais, the state
police’s AFIS contains more than 2.5 mil-
lion scanned fingerprint cards of known
individuals, and more than 6,500 unidenti-
fied latent prints.

Suspects can beidentified if latent
prints from acrime scene are entered into
the computer and there is a match with one
of the 2.5 million sets of known finger-
printsin AFIS. The computer system,
however, does not do all of the work.
AFIS providesalist of possible matches
that closely resemblethe latent print, and
then skilled examiners must visually deter-
mineif thereisan actual match.

Nationally, the FBI devel oped and
maintains afingerprint system and data-
base known as the Integrated Automated
Fingerprint Identification System (IAFIS),
which became fully operational in 1999.

I AFIS contains the fingerprints of more
than 35 million known individuals.

The ISP’ s Chicago Forensic Science
Center became operational with IAFIS
lessthan ayear ago, and as of May wasthe
only ISP lab on the national system. In
first nine months that they were using
IAFIS, the ISP [ab scientistsran 117 cases
through the system and got 13 “ hits,”
which meansthey positively identified a
print and possibly a suspect, Girten said.

Fingerprint cards are critical

The success of any fingerprint system de-
pends on the quality of the known
fingerprints on file. Placed on what are
known asten-print cards, these prints are
typically taken after an arrest. Three cop-
ies of ten-print cards are made: one for
local authorities, one for the state police,
and onefor the FBI.

Each print on aten-print card must be
agood, clear image to be compared to fin-
gerprints from crime scenes. If the prints
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onthe card are at all smudged, they will be
of littleusein solving acrime. This situa-
tion arose about ayear ago when ISP
latent print examinersidentified a suspect
in aChicago homicideusing IAFIS. The
same suspect’ sten-print card wason file
in the state police’ s system, which was
checked first, but the examiners did not

get ahit there because the print was
smudged, Girten said.

Many agencies now have a system for
scanning fingerprints on ten-print cards
electronically called Livescan, which al-
lowsthe fingerprint taker to easily re-roll
smudged or partial printsto make sure
they are of good quality. But the process
still depends on the care and attention of
the operator, and does not completely
eliminate the chance of poor quality prints
getting into the database, Girten said.

Latent print examination accounts
for about 11 percent of the cases submit-
ted to ISP labs. During thefirst six
months of 2000, the latest numbers avail-
able, state police labs had 390 hitsusing
AFIS, for asuccess rate of about 35 per-
cent, Girten said.

Theratefor hitsis not bad, but the
timeit takes to processthose casesis
slowed by a shortage of trained forensic
scientists. Thetypical turnaround time
for latent print cases at the Chicago labis
about 95 days, although they can do
casesin acouple of daysif it isurgent,
Girten said.

Turnover caused by scientistsleaving
for better paying jobsin the private sector
or for other reasons makesit difficult to
keep the labsfully staffed. Girten said she
currently has 14 forensic scientists work-
ing in latent print, but needs 20 to be fully
staffed. She predictsthat over the next six
to eight years she will need to have 26 fo-
rensic scientists to keep up with the
workload.



Chemistry lab business reflects
police efforts In combating drugs

stepsinvolved inacriminal drug

investigation. Every substance col-
lected by policethat leadsto a
controlled substance or marijuana pos-
session charge must be scientifically
studied to determine whether the sub-
stanceis, infact, illegal.

Following confiscation, sub-
stances suspected to beillegal drugs
are sent to the Illinois State Police Di-
vision of Forensic Servicesfor
chemical analysis. A suspect may be
prosecuted only after the substance
taken from him has been positively
identified as controlled or cannabis.

Last year at the Drug Chemistry
Section of the Forensic Science Center
at Chicago, 47 chemists and three evi-
dence technicians processed 54,000
drug cases. Thelab typically com-
pletes about 50 percent of its
submissionsin less than aweek.

“Qur function isto provide accu-
rate chemical analysisin atimely
manner,” said Jim O’ Connor, Chemis-
try Section chief.

Three support staff members coor-
dinate the work to ensure analysis of
each piece of evidenceis completed in suf-
ficient time.

I tis easy to lose sight of the many

Testing strategies

Several items may betested inasingle
case. Past cases have included up to 900
pieces of evidence, most commonly plant
material, tablets, capsules, powders, drug
paraphernalia, and residues. Forensic sci-
entistsin the Chemistry Section analyze

By Cristin Monti

Photo by Daniel Dighton

A chemist at the Forensic Science Center at
Chicago conducts a color test for crack cocaine.

suspected controlled substances using
chemical, microscopic, and instrumental
techniques. Chemists conduct at least two
different tests on each substance during an
investigation to determine its exact iden-
tity. The type of evidence determines what
test will be conducted.

The gas chromotography/mass spec-
trometry instrument can break down
amost every substance to reveal a*“finger-

print” of its chemical compounds.
Colorimetric tests also are conducted,
identifying substances through colors
created with chemical reactions. Chem-
ists also use varying techniques with
infrared and ultraviolet light to see
whether its elements form acontrolled
substance or cannabis. The manner in
which a substance absorbslight isin-
dicative of its chemical structure.

“It's ol d-fashioned science,”
O’ Connor said. “ The tests we conduct
are definitive. They prove these chemi-
calsareheroin. They are cocaine.”

Chemical forensics and
funding

Law enforcement activity isthe domi-
nating factor in the kind of substances
most often sent to the lab for testing.
For instance, if alot of attention is
given to combating methamphetamine,
police may go after meth labs and
chemistswill find themselves process-
ing more meth and less of other drugs.
“What we seein our lab depends
on what the police bring in here, and
what police bring in here depends on
the resources put into drug operations
on the streets,” O’ Connor said. “The
drugs we analyze may not be representa-
tive of what' sout there—it'sa
representation, but not always an accurate
representation.”

O’ Connor said overall the amount of
funding received for chemical investiga-
tion has kept up with increasing numbers
of cases.
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Trends in drug use
In each case, chemists deter-
mine whether the substances
they aretesting include those
listed asillegal under the
Controlled Substances Act,
usually under schedules|-1V.
Drugsin Schedule | of
the Controlled Substances
Act are substances that have
ahigh potential for abuse, no currently ac-
ceptable medical usein treatment, and
lack any accepted safe use under medical
supervision. Schedule Il drugsinclude
substances with ahigh potential for abuse
with severe liability to cause psychic or
physical dependence, but have some ap-
proved medical use. Schedule | and Il
drugsinclude, but are not limited to, co-
caine, heroin, methamphetamines, and
hallucinogenics.

Figure 1

“There are a million different things you can do
with chemicals. There are constantly people out
there making new drugs and figuring out ways
to beat the system with the chemicals they use”
— Chemistry Section Chief Jim O’Connor

Drugsin schedules|ll and IV have
safe and accepted medical usesinthe U.S.
They include substances containing
smaller amounts of certain narcotic and
non-narcotic drugs, anti-anxiety drugs,
tranquilizers, and sedatives. Schedule 11
drugs have alower potential for abuse
than thosein schedules| and 11, and in-
clude mixtures of limited specified
quantities of codeine, morphine, or opium,
with other non-controlled active ingredi-

Percent of drug cases at the Forensic
Science Center at Chicago reporting
illegal substances in 2000

NSSF* 4%

&

Cocaine
37%

N= 223,037

*No scheduled substance found.

Other** 2%

** Other drugs included, but were not limited to, mushrooms, PCP, and GHB.
Source: lllinois State Police Forensic Science Center at Chicago

Cannabis
38%
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ents. Valium and appe-
tite suppressant drugs
fall under the Schedule
IV category.

In 2000, more than
220,000 pieces of evi-
dence weretested in
the Drug Chemistry
Section of the Chicago
Forensic Science Cen-
ter, a5 percent increase from 1999. Of the
items submitted for analysisin 2000,
70,090 contained cannabis and 149,051
revealed a controlled substance (Figure 1).

Cocaine, cannabis, and heroin arethe
most commonly analyzed substancesin
forensicslabs across Illinois, but tests are
revealing a steady increase in designer
drugs such as GHB (gamma
hydroxybutyrate), also known as the date
rape drug, and MDMA
(methylenedioxymethamphetamine), or
Ecstasy.

O’ Connor said the lab has been pro-
cessing an increasing amount of ketamine,
also known as Special K. Ketamineisan
anesthetic used in the veterinary field and
islisted asa Schedule |11 substance.

“There areamillion different things
you can do with chemicals,” he said.
“There are constantly people out there
making new drugs and figuring out ways
to beat the system with the chemicals
they use.”®



Program improves evidence collection
and response to sexual assault victims

n 1999, more than 6,000 criminal

sexual assaults were reported to police

in [llinois. Although this number has
declined over the past few years, we know
that thisisonly asmall portion of the true
number of sex crimes committed state-
wide. National victimization estimates
indicate that only about one in four sexual
assault victims ever report these incidents
to police.! Other estimates are even lower.
The National Women's Study estimated
only 16 percent of rapes against women 18
or older are reported to police.? Thus,
many of these victims face the traumatic
aftereffects of victimization without much,
if any, assistance, and aware that their as-
sailant is at liberty to victimize others.

Many rape victims often decide not to
report because they fear others will not be-
lievethem. Thisfear is not unwarranted,
as sex crimes can be very difficult to pros-
ecute. The crucial element needed to
convict asex offender isforensic evi-
dence. Because sex crimes typically occur
without the presence of witnesses or much
visible physical injury, forensic evidence
may be the only indication that a crime oc-
curred. Forensic evidence can also provide
the extra confidence the victim needs to
move forth with prosecution.

Illinois’ newly implemented Sexual
Assault Nurse Examiner (SANE) pro-
grams attempt to alleviate barriersto
prosecution in three ways. First, victims
can receive immediate, compassionate,
and comprehensive medical-forensic

Jennifer Hiselman is a research analyst
with the Authority’ s Research and
Analysis unit.

By Jennifer Hiselman

evaluation and care by a professional
nurse examiner who has the training and
experience to anticipate their needs during
thistime of crisis. Second, sexual assault
nurse examiners provide completeinfor-
mation about choices so that victims can
make informed decisions about reporting
the crimeto police, the care they receivein
the emergency department, and the assis-
tancethat isavailable to them. Finally, the
program trains sexual assault nurse exam-
inersto collect and present forensic
evidence more efficiently to increase the
successrate of sex crime prosecutionsin
Illinois. This can accelerate thevictim's
recovery, prevent secondary injury or ill-
ness, and ultimately increase the
prosecution of sex offenders.

The Authority was charged with pilot-
ing four SANE programs with state
general revenue funds. Federal Victims of
Crime Act (VOCA) funds were designated
for purchasing forensic evidence tools —
col poscopes — for each of the hospitals
implementing SANE programs. Programs
wereimplemented in Lake, DuPage, and
Champaign countiesin 2000. Another pro-
gram will be established in Cook County
thisyear.

Need for programs

The need for SANE programs became ap-
parent after medical professionals
throughout the country recognized that
servicesto sexual assault victims admitted
to emergency departments often were not
adequate. Victimswould frequently have
to wait several hoursin busy, public areas
while not being allowed to eat, drink, or
use the restroom for fear of destroying evi-
dence. Moreover, medical staff often were

not specifically trained to conduct forensic
examinations on sexual assault victims,
much |ess how to meet the emotional
needs of victims after such a dehumaniz-
ing form of violence. Finally, medical staff
often lacked the ability to provide expert
witnesstestimony, which iscritical to
prosecuting sexual assault cases. Asre-
search became more prevalent on the
complex needs of sexual assault victims
and the importance of efficient collection
and presentation of evidencein prosecu-
tion, medical professionals recognized the
need for an improved response to sexual
assault victims.

Compassionate care for victims

Sharon Dimitrijevich isaregistered nurse
and sexual assault nurse examiner at Mid-
western Regional Medical Center in Lake
County. She explained that when avictim
of sexual assault isadmitted to the
hospital’ s emergency department for treat-
ment, emergency room workers
immediately page a sexual assault nurse
examiner. Thereisanurse examiner on
call 24 hoursaday, seven daysaweek. An
emergency room staff member also will
page arape crisis advocate from the Lake
County Council Against Sexual Assault
(LaCASA), thelocal sexual assault pro-
gram, so the victim can be offered on-site
advocacy services. Thevictimistakento a
private room until the sexual assault nurse
examiner arrives.

The sexual assault nurse examiner ex-
plains the forensic evidence procedure to
the victim, provides information on how
the evidence will assist with prosecution if
the victim decides to press charges, and
also offersthe servicesfrom LaCASA.

Illinois Criminal Justice Information Authority « THE COMPILER < Spring 2001 = Page 13



The nurse examiner informsthe victim
that the LaCASA rape crisisadvocate is
available on-site to provide support and
information before, during, or after the fo-
rensic examination. Most sexual assault
victimstreated at Midwestern Regional
choose to receive the advocate' s services
during their stay, Dimitrijevich said.

Evidence collection

According to aguide from the U.S. De-
partment of Justice, Officefor Victims of
Crime, the four primary uses of the evi-
dence collected by sexual assault nurse
examiners are: to confirm recent sexual
contact; to identify the perpetrator; to
verify the victim’'s account of theincident;
and to demonstrate the act was not consen-
sual, but was forced or coerced.®

Nearly all hospital emergency depart-
ments use the traditional sexual assault
evidence collection kits. Although the evi-
dence collected using the kits can be used
for all four purposes mentioned above,
such evidenceis most likely only going to
help confirm sexual contact and identify
the perpetrator. It is much more difficult to
obtain evidence corroborating the victim’s
story and demonstrating that sexual con-
tact was forced or coerced. Clothing can
be used to help corroborate the victim’'s
story if stains or debris collected are con-
sistent with the surroundings as described
by the victim. Evidence to support that the
sexua contact was not consensual is most
likely derived from physical injuries; how-
ever, most sexual assaults do not involve
visible physical injuries.*

Another method of identifying co-
erced or forced sex used at Midwestern
Regiona Medical Center involvesthe use
of astaining agent known as Toluidine
blue. Toluidine blue can substantially en-
hance the visualization of genital injuries
by staining perineal and perianal lacera-
tions and abrasions on victims. The dye
only stainsif such injuries are present,
thusincreasing its capacity to detect
traumathat is not visible with the naked
eye, Dimitrijevich said.

The colposcope

All llinois SANE programs funded by the
state include the col poscopic examination
as part of their evidentiary exam protocol.
The colposcope isthe latest technological
advancement in the detection of traumain
sexual assault victims. Evidence collected
using a colposcope can help substantially
in identifying victims of forced or coerced
sexual contact.

The colposcope is the
latest technological
advancement in the
detection of trauma in
sexual assault victims.

The colposcope has been extremely
valuable at Midwestern Regional for in-
creasing the ability to detect traumain
sexual assault victims, Dimitrijevich said.
Itisused on all victimstreated through
Midwestern Regional’s SANE program.
The colposcope is an instrument with a
magnifying lens using a binocular system
that can enhance visualization of up to 80
percent of injuriesresulting from sexual
assault. It magnifiesinjuries up to 30 times
greater than what can be seen with the na-
ked eye. The colposcope also servesasan
excellent light source. Without the aid of
the col poscope, 80 percent of injuries on
victims could be potentially missed,
Dimitrijevich said.

The colposcope is non-intrusive, mak-
ing it an especialy effectivetool to use
with child victims. In fact, the scope never
touches the victim. The colposcopeis po-
sitioned about afoot away from the area
on the victim to be examined and photo-
graphed. The colposcopeis attached to a
computer monitor, on which the pictureis
magnified for the nurse examiner to
evaluate. The colposcope can detect mi-
croscopic trauma such astears, abrasions,
swelling, or bruises. The colposcope can
also help identify victims of repeated inci-
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dents of sexual abuse by detecting micro-
scopic scar tissue.

The benefits of the colposcope rapidly
decrease as time el apses between the as-
sault and the time that thevictimiis
examined. In fact, nearly half of visiblein-
juries may become healed after only 72
hours, so it isimportant that the colpo-
scope be used as soon as possible after the
assault, Dimitrijevich said.

Although some injury may be de-
tected with consensual sex, the degree of
trauma and the number of areas that show
injury are much less than what typically
appears after forced sex. Although no
col poscopic exam can ultimately confirm
whether or not sex was consensual, an
exam showing multiple abrasions and
tearswill certainly add convincing evi-
denceto help increase prosecution rates,
Dimitrijevich said.

Evaluation of programs

As part of the legidation funding the four
SANE pilot programs, the Authority is
evaluating the programs and must present
areport to the General Assembly within
two years of implementation. To complete
thisreport, Authority staff will gather in-
formation from sexual assault nurse
examiners, rape crisis advocates, and pros-
ecutors who have worked with sexual
assault victimstreated through the
programs.®

Notes:

1. Bureau of Justice Statistic's National
Crime Victimization Survey. Criminal
Victimization 1999, Changes 1998-1999
with Trends 1993-1999. August, 2000.

2. Kilpatrick, D.G., Edmunds, C.N. and
Seymour, A.K. Rapein America: A report
to the nation. National Victim Center:
1992.

3. U.S. Dept. of Justice, Officefor Victims
of Crime 1999. Sexual Assault Nurse Ex-
aminer (SANE) Development and
Operation Guide. Sexual Assault Re-
source Service. Minneapolis, Minnesota.

4. Ibid.



National ballistics system links weapons to
bullets and cartridges from crime scenes

hen Benjamin Smith went on
a shooting spree randomly
targeting minorities over In-

dependence Day weekend in 1999, the
bullets he left behind provided valuable
cluesfor investigators. While Smith was
on hisdeadly trek from Chicago to
Bloomington, Ind., police and laboratory
analysts were working overtime to find
answers.

The rampage that began in Chicago
on Friday would take two more days and
stretch across hundreds of miles before
coming to an end. Two innocent victims
lay dead and nine were wounded before
Smith finally took his own life. He left be-
hind 13 crime scenesinvolving seven
policejurisdictionsin two states.

Each time Smith sped away from a
crime scene, police scoured the areafor
fired bullets and discharged cartridge
cases. These would be collected and ana-
lyzed at the Illinois State Police Forensic
Science Center at Chicago. Among the
guestions the analysts would be attempting
to answer: What weapons were used? Was
more than one shooter involved? Had the
weapons been used in other crimes?

Highly trained forensic scientistsand
technicians would attempt to answer these
questions with the aid of sophisticated
computers networked with the Integrated
Ballistics I dentification System (IBIS).
Using high-powered microscopes and a
digital imaging system, IBIS enables ana-
lyststo compare fired bullets and

Jennifer Fortney was an intern with the
Authority’ s Office of Public Information.

By Jennifer Fortney

discharged cartridge casesto determine
where they originated. IBIS' s computer-
ized database helps analystslink firearms
evidenceto other cases, and to link sus-
pectsto crimes.

Unique prints from
each gun

Each gun has unique mark-
ings, similar to
fingerprints, which it
leaves on fired bullets and
discharged cartridge cases,
said Joseph Thibault, fire-
arms supervisor at the

ISP’ s Forensic Science
Center at Chicago.

IBIS Technician Chris Holy mounts

Illinois Criminal Justice Information Authority

With IBIS, bullets are examined un-
der amicroscope, which shows the unique
striations or markings created by the bore
when the bullet isfired. Whenagunis
made, the gun manufacturer bores a hole

Photos by Daniel Dighton
a bullet to be analyzed under a
microscope (above), and then uses the | BI S computer and monitor to
inspect the bullet’ s unique striations.
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in the barrel stock using adrill, which
leaves unique marks. Metal against metal
will leave adifferent impression even
when the same drill is used to make the
hole. The gun’sfiring pin and breech face
leave unique impressions on the dis-
charged cartridge cases.

When ballistic evidence is brought
into an ISP 1ab, it is documented and
manually compared to other similar fired
bullets, or discharged cartridge cases
found at the scene. Then the discharged
cartridge case or fired bullet is set under a
microscope and digital camera attached to
acomputer and monitor. Asthe evidence
is scanned, images of unique microscopic
markings are photographed and entered
into adatabase. Those images can then be
compared to others on the IBI S network.

Astechnicians analyzefired bullets
or discharged cartridge cases, IBIS will
automatically search for “hits’ and pro-
videalong list of possible matches. The
first five or 10 matcheslisted are most of -
ten the ones investigators compare. “It's
taking just afew minutesto do what used
to take two or three weeks,” said Brian
Mayland, aforensic scientist at the ISP
lab in Chicago.

When the system identifies apossible
match, two firearms examiners must con-

As technicians analyze fired bullets or discharged
cartridge cases, IBIS will automatically search for
“hits” and provide a long list of possible matches.

firmthat it isaccurate. “No ID’sare made
[entirely] off the system,” Thibault said.

After Smith shot former Northwestern
University basketball coach Ricky
Byrdsong in Skokie, investigators found
seven bullets at the scene, including one
that passed through the window of a
nearby home. A short time later, police
were gathering evidence from asimilar
shooting scene in Northbrook, another
Chicago suburb.

By noon on Saturday, Mayland had
been called into |SP’s Chicago lab to help
with the investigation. Dozens of bullets
and cartridge cases recovered during this
shooting spree had been taken to the lab
for analysis.

“This particular case was alittle dif-
ferent from my perspective,” Mayland
said. In most cases, he examines the rem-
nants of crime after it has been
committed, and then proves or disproves
investigators' assumptions about what

Photo by Daniel Dighton

Forensic Scientist Richard Amberger analyzes a handgun at the
Forensic Science Center at Chicago. He was attempting to recover the
gun’sserial number, which had been ground off.
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happened, he said. In this case, evidence
was coming in while Smith was on his
shooting spree, and investigators knew
they had to move fast.

Mayland quickly determined that
there were only two gunsinvolved, a.22-
caliber and a.380-caliber. This
information, combined with witness
statements, hel ped police determine that
only one person was responsible for the
spree. Lessthan 24 hours after the first in-
cident, police knew there was one
shooter, and, with other information gath-
ered during the investigation, they had
identified a suspect.

The shooting spreefinally cameto an
end when Smith shot and killed himself in
Salem, Illinois. But there were still many
unanswered questions. Mayland continued
tolook at al of the evidence to ensure
there was not a copycat shooter. He also
checked IBIS to seeif Smith’s guns had
left prints at other crime scenes. It turned
out that the guns Smith used were not
linked to any crimes other than the holiday
weekend rampage.

Forensic Technology, Inc., in
Montreal, Canada, developed IBIS, which
is supported in the United States by the
Bureau of Alcohol, Tobacco and Firearms.
IBIS is becoming the standard ballistics
system in labs across the country. In Illi-
nois, the state police labs at Chicago,
Joliet, and Rockford are on the same IBIS
network. The DuPage County Sheriff’s
Office forensics laboratory and the North-
ern Illinois Police Crime Lab also are on
the IBIS network. ISP labsin Morton,
Springfield, Fairview Heights, and
Carbondale use asimilar system, Drugfire,
which was developed by the FBI, but they
will soon be converting to IBIS, said ISP
Deputy Director Teresa K ettelkamp.®



Every crime scene Is different for the
Investigators gathering the evidence

By Jennifer Fortney

female body was discovered on

Chicago’s South Side. Crime scene
investigators collected evidence and took
photos of the body, which had been
dragged through an abandoned lot and left
on aburlap bag. There was agreat dea of
physical evidence to collect, but no obvi-
ous link to a suspect, and the case went
unsolved for years.

I n September 1993, a badly beaten

DNA helping with old cases

Six years|later, an officer with aspecial
“cold case” unit of the Chicago Police
Department that investigates old, hard-to-
solve cases, was looking at the photos of
the scene while working on the unsolved
murders of several drug-using prostitutes
in the same area. The burlap bag caught
her attention. After finding it in an evi-
dence storage room, she had it sent to the
[llinois State Police Forensic Science Cen-
ter at Chicago for analysis. Forensic
scientists at the lab discovered asemen
stain on the bag. Through DNA analy-
sis, this piece of evidence ultimately
helped police solve the string of
murder cases.

“When you do get one (a
killer), it'sgratifying,” said Sgt.
Jack Ridges, program director for
the CPD’s Central Homicide Evalua-
tion and Support Squad (CHESS).

Thejob of gathering the information
isadifficult experience, emotionally and
physicaly, Ridges said. In addition, alot
of good information does not necessarily
mean that the bad guy gets caught. But

something like a burlap bag can make an
incredible difference.

“DNA isnow doing alot of linkage
for us,” Ridges said, referring to the appli-
cation of DNA analysisto evidence from
cases that may be several yearsold.

Paint chips help solve a case

But other, more rudimentary methods of
gathering evidence are just as important.
In the early morning of Feb. 25,

Karen Bockhol and her

two adult children
pulled away from their
home in awhite minivan to
deliver Sunday newspapersin Joliet.
Concern grew, however, when the family

did not return from their route as expected.

Police began an air search covering a 10-
square-mile areanear the Des Plaines
River, where they had last been seen.

After afailed four-day air search,
Joliet police organized awide-scal e foot
search. “Our guys physically started walk-
ing the shorelinge,” said Cmdr. James
Grace of the Joliet Police Department. The
ground troops found a scene and were able
to start collecting clues. They discovered
fresh damage to atree and traces of paint.
These were strong indicators that there had
been an accident and the van may bein the
coldriver, Grace said.

On March 1, fire department divers
began a search in the murky Des Plaines
River. The van was found upside down

at the river bottom and the bodies of
the missing Bockhol family mem-
berswere inside the vehicle.

In the end, it was determined
through further examination and
analysisthat foul play wasnot in-
volved. Dueto faulty brakes, the

van collided with thetree and dlid

into the water. “ Forensic evidence
in this case saved us one day’ stime
in the search process,” Grace said.
“Thereisno good rule for evi-
dence,” said Chicago Poalice Department
Lt. John Huels, who has been acrime
sceneinvestigator since 1983. He said that
when he enters a scene he never knows
what he'll come across. Sometimes some-
thing as simple as a paint chip will solve
the case.

Forensic investigators usually arrive
on the scene behind a string of others, such
as patrol officers, supervisors, and detec-
tives. In Chicago, about 160 police
officers collect evidence over three shifts
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throughout the city. A majority of these

officers are evidence technicians who gen-

erally handle property crimes, Huels said.
Forensic investigators, who handle major

violent crimes, are paired off, and two sets

are on duty at most timesto cover the
entire city.
When investigators arrive at a homi-

cide scenefor instance, typically one takes

photographs while the other talks to wit-
nesses and police officerswho arrived
on the scene earlier. It is necessary to get
as much information as possible. For ex-
ample, if theinvestigator knowsthe
victim and relatives don’t smoke and
then sees a cigarette butt on the floor,
that butt could be valuable evidence.
Similarly, if the patrol officer who ar-
rived first said the victim has been
moved, investigators can get a better
picture of what to collect, or wherevalu-
able evidence may be hidden.

Body fluid key evidence

Body fluids that can be DNA tested are
often the best pieces of evidence, along
with ballistic evidence, which can be
tracked in the lab, Huels said. Chemi-
cals, clothing fibers, and blood spatter
analysis also may play animportant role
in solving the crime, according to Huels.
Dusting for fingerprintsis still alarge
part of thejob, too.

Finally crime scene investigators
pack evidence in paper or atube and ship
it to the lllinois State Police for analysis.
In someinstances the courts will call on
them later to testify. The process must be
systematic and accurate because evi-
dence collected today may have
long-term effects.

The value of thorough evidence col-
lection and improved DNA testing was

evident in another old case that Ridges and

the CHESS officers were able to solve.
In 1987 ayoung woman had been
stabbed 30 timesin her home. Her door
was made of metal, and almost impen-
etrable. There was no forensic evidence

indicating forced entry, so police sus-
pected that she knew her attacker, but the
case remained unsolved.

Ridges and histeam found old swabs
collected at the scene, which had been
stored in arefrigerator. The DNA was use-
ful, but could not be matched in the
Combined DNA Index System, the FBI's
national DNA database used to generate
suspectsin unsolved cases and identify se-

rial cases. Time passed and they finally
got atip on aman who had died several
years before. Ridges did aDNA test on
one of the suspect’s family members and
found a match.

“The hardest part of this case wasto
go back to the girl’ s mother and tell her
that her best friend’ sson did it,” Ridges
said. “It really leaves an impression on
you, acaselikethat.”

Because of caseslike this, members
of law enforcement are encouraged to
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keep more evidence longer in anticipa
tion of further advances in technology,
he added.

While DNA testing and databases are
major developments for police, Hayden
Baldwin, aretired lllinois State Police
crime scene investigator, said other tech-
nigques remain important.

He remembered one case in which a
family came home from shopping to find

that their house was ransacked, and sev-
eral pieces of jewelry and their VCR
were missing.

Within moments after arriving on
the scene Baldwin found the point of en-
try, where markings from a pry bar were
|eft on the metal door jam of the sliding
glass patio door. Two different footwear
patterns were found on the kitchen floor.
From examining the objects the suspects
had touched while ransacking the three
bedrooms, closets and the family room,
it was discovered that they were wearing
gloveswith an odd pattern on them. Of-
ficers canvassing the area spotted two
men walking near the scene and stopped
them for questioning.

“The officers then noticed a pair of
gloves sticking out from one of the
males right rear pocket,” Baldwin said.
The gloves were taken to the scene and
matched the pattern discovered by in-

vestigators. Their shoes also matched the
prints near the door. “ The suspects were
told of the evidence and they confessed to
thecrime,” he said. “ All stolen property
was recovered.” B



Technology

By Steve Prisoc
Associate Director, Information Systems Unit

he Computer Security Institute’s (CSI) annual Com-
puter Crime and Security Survey wasreleased in

March. One of the most important measures of com-
puter crimein the U.S,, the survey is produced in collaboration
with the FBI’ s Computer Intrusion Squad in San Francisco.

Large scale cybercrime

The survey covered 2000 and was taken in December of that
year. Based on responses from 538 computer security practitio-
ners employed by corporations, government agencies,
financia institutions, medical institutions, and universities,
the survey indicated that cybercrime increased substantially
last year.

The survey showed 85 percent of respondents detected
computer security breaches within the last 12 months. Nearly
65 percent of those surveyed claimed financial loss as a result
of asecurity breach, and they said that most |osses were due to
theft of proprietary information or outright fraud.

Most respondents said the most common point of breach
was through their Internet connection. However, the number of
reported security breaches through internal systems dropped
nearly 50 percent since last year, with 30 percent of respon-
dentsindicating instances of internal computer crime.

Reporting cybercrime to law enforcement is on therise,
according to the survey. About 35 percent of respondents re-
ported security breachesto law enforcement in 2000, while 25
percent acknowledged reporting such crime the previous year,
and only 16 percent of cybercrime victims reported contacting
policethe year before that.

Abuse of employee Internet privileges and denial of ser-
vice attacks are increasing. Thirty-eight percent of respondents
indicated they had been victimized by adenial of service at-
tack, which can disable a Web site by flooding it with requests
for service, subsequently blocking access by |egitimate users.
Denial of service attacks have been widely reported by the
press and in the last year a number of prominent companies,
including Y ahoo and Amazon, suffered severelossesasare-
sult. About 25 percent of respondents reported denial of
service attacks last year.

Companies reported a significant increase in abuse of
Internet privileges by employees, with 91 percent indicating
abuses such as downloading pornography or pirated software,
or inappropriate use of company e-mail. Thisisup from 79
percent last year. This could be attributed to the increasing ten-
dency of organizationsto monitor Internet use and the
proliferation of software designed to detect such abuse. Re-

Survey shows rise In computer crime

ports of computer viruses also rose, with 94 percent of respon-
dentsindicating that viruses were detected in their systems. The
year before, 85 percent of respondents detected viruses.

Particularly disturbing was CSI’ sfinding that 13 percent of
respondents admitted to being victimized by theft of transaction
information. Such information on transactions, particularly
those related to Internet purchases, including customer names,
passwords, credit card numbers and other personal information,
could be used to directly defraud consumers. Sometimesthe in-
formation is used to obtain credit cardsin the victim’s name.
This constitutesidentity theft, and according to the Privacy
Rights Clearinghouse, 500,000 to 700,000 Americans were vic-
tims of identity theft last year.

Personal cybercrime

Cybercrime against individuals has become increasingly com-
mon in recent years as more commerce is conducted over the
Internet. According to the Internet Fraud Complaint Center
(IFCC), ajoint effort of the National White Collar Crime Center
and the FBI, Internet auction fraud is by far the most reported
fraud, accounting for almost two-thirds of all complaintsto
IFCC. Non-deliverable merchandise or non-payment accounted
for an additional 22 percent of complaints. Credit

and debit card fraud made up almost 5 percent of complaints.
Other types of confidence fraud, such as homeimprovement
scams and investment fraud, also figured among the most re-
ported offenses.

Between May 8 and Nov. 8, 2000, the average dollar loss
for an Internet fraud against all victims, businesses, and indi-
viduals was $894. The average loss for individuals alone was
$255, but more than 17 percent of victims suffered |osses greater
than $1,000. Almost one-third of victims endured losses of |ess
than $100, and two-thirds lost under $500. The greatest |osses
were suffered by victims of Internet investment fraud since
larger amounts of cash are usually required up front. The lowest
dollar loss amounts were associated with auction fraud offenses.

Illinois ranked fifth among states for the number of indi-
vidual victimswho filed complaints with the IFCC and ranked
seventh for the number of individual perpetrators. The report
showsthat 3.5 percent of perpetratorsresidein lllinois, but 4.3
percent of individual complainantslivein Illinois. Caifornia
seemsto be the clear |eader in Internet fraud with 17 percent of
individual perpetrators and 15 percent of individual
complainants.®
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lllinois Probation Outcome Study*

Comparison of adult male and

female probationers
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The 2000 Illinois Probation Outcome Study found that female
probationers had less extensive criminal histories than males,
but females had higher levels of unemployment at case entry,
and as a result, a larger percentage of female probationers
had annual incomes of $10,000 or less. In addition, female
probationers were much more likely to have children living
with them, and 15 percent of adult female probationers were
pregnant at some point during their supervision periods.

The study also found that the majority of juvenile probation-
ers were enrolled in traditional school programs, and a large
proportion of juveniles were from families with annual in-
comes below $20,000 and were receiving public assistance.
The majority of juvenile probationers were not living with
both parents at the time of case initiation, and juvenile pro-
bationers were most frequently residing with their mothers
alone. Nearly 10 percent of juvenile probationers (male or
female) had children of their own, and 15 percent of female
juvenile probationers were pregnant during their periods of
probation supervision.

*Source: Preliminary analyses from the 2000 Illinois Probation Outcome Study. The Authority will publish afull report based on the study this year.
For further information contact research analysts David Olson or Sharyn Adams at the Authority.
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