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Privacy Policy Subcommittee Meeting Notes

31 March 2004

Present at the second meeting of the IIJIS Privacy Policy Subcommittee were:

· Robert Boehmer, Illinois Criminal Justice Information Authority;

· Lori Levin, Illinois Criminal Justice Information Authority;

· John Jesernik, Illinois State Police;

· David Clark, Illinois State’s Attorneys Appellate Prosecutor’s Office;

· Paul Fields, Law Office of the Cook County Public Defender;

· Michael Glover, Metro Chicago Health Care Council;

· Jim Hickey, Chicago Police Department;

· Cheryl Howard, Illinois Coalition Against Domestic Violence (by telephone);

· Lynne Johnston, Illinois State Police;

· Tammi Kestel, Illinois State Police;

· Harold Krent, Chicago-Kent College of Law;

· Ron Lewis, McLean County Public Defender’s Office;

· Michael McGowan, Office of the Chief Judge, Circuit Court of Cook County;

· Wil Nagel, Illinois Criminal Justice Information Authority;

· Marcel Reid, Illinois State Police;

· Leslie Reis, the John Marshall Law School;

· Don Rudolph, Illinois State Police

· Lyn Schollet, Illinois Coalition Against Sexual Assault (by telephone);

· Art Sebek, Illinois State Police;

· Scott Sievers, Illinois Press Association (by telephone);

· Nicole Sims on behalf of Craig Wimberly, Office of the Circuit Court Clerk of Cook County; and

· Martin Typer, Clerk of the Circuit Court of Ogle County.

Introductions

After welcoming everyone to the second meeting of the IIJIS Privacy Policy Subcommittee, Mr. Boehmer asked members to introduce themselves for the benefit of the several new members present. After some additional introductory remarks, Lt. Jesernik, of the Illinois State Police, briefly commented on the timeliness of the subcommittee’s work and indicated that additional privacy legislation is expected during the next congressional session.

“So you hired an axe murderer…”

Before asking Lt. Jesernik to begin the demonstration, Mr. Boehmer explained that staff members are attempting to present the materials in a manner that will keep people engaged in the topics. “So you hired an axe murderer…” was a demonstration in which cartoon characters were assigned varied criminal backgrounds and matched to jobs they would be eligible for. 

The demonstration was intended to illustrate the potentially illogical and conflicting results of ad hoc legislation and point out that Illinois’ laws and regulations governing the sharing of justice information were developed in a similar ad hoc fashion. The exercise also reinforced that the accuracy of criminal history records is an important privacy concern carrying significant consequences to individuals.

Members’ opinions regarding the uses and accessibility of criminal history information

A significant portion of the meeting consisted of a discussion regarding the members’ access to and uses of criminal history information. Some of the main points of the discussion follow:

· Public defenders do not have direct access to criminal history records; rather they are required to use subpoenas during the discovery phase of trial. Public defenders use criminal history information to assess the credibility of their clients as well as defense and state witnesses.

· In Illinois, the healthcare industry is provided access to criminal history records by statute. Healthcare workers who will be involved in “direct patient care” must undergo criminal background checks. A conviction for one of approximately 30 enumerated offenses will automatically disqualify an applicant.

· Police departments traditionally use criminal history records during investigations to determine the credibility of persons interviewed. Additionally, the fingerprints contained in criminal history records are used to positively identify arrestees. Prior convictions are regularly used to elevate charges where appropriate. 

· Police departments in Illinois must make arrest blotter information available to the press within 72 hours of the arrest; the amount and types of information contained in blotters varies widely. Generally, reporters are limited to the information provided to them by police although they also have access to public records maintained by court clerks. Newspapers will often keep archives of their own articles including arrest blotters; newspapers will commonly contact other newspapers for information contained in these archives.

· Court clerks collect dispositions and are required to report those dispositions to the criminal history repository maintained by the Illinois State Police. 

· The public has access to conviction information contained in the repository pursuant to the Uniform Conviction Information Act (UCIA). 

· The coalitions against domestic violence and against sexual assault only use criminal history information for employment screening purposes. 

The discussion also briefly touched upon the electronic dissemination of criminal history information to third parties who compile and then re-sell the information as background checks.   

Introduction to the breakdown of Code of Federal Regulations

Mr. Nagel briefly explained that a primary focus of the Privacy Policy Subcommittee is to understand not only what current privacy decisions have already been made but also why and where those decisions were made. He stated that understanding the rationale for a privacy decision helps agencies implement it and can also provide guidance to policy-makers as to whether the decision should be applied in other contexts. Additionally, knowing where a decision was made can influence the amount of deference granted to it and also identifies where proposals to change those decisions should be directed.  

Mr. Nagel showed the members an enlargement of the CHRI access and review provisions as implemented in Illinois. The CFR Breakdown chart visually depicted the policy choices made by the Department of Justice, the Illinois General Assembly and the Illinois State Police. Mr. Nagel indicated that an electronic version of the document would be sent to the members and posted on the IIJIS website.

Analysis of criminal history record information (CHRI) policies in Illinois

Contents of CHRI

Lt. Jesernik conducted a flip-chart exercise in which he asked members to list the types of information that they believed was contained in the Illinois State Police criminal history repository. When he was complete, the list included the following items.

· Demographic information (including race, sex, eye color);

· State Identification (SID) number;

· Aliases;

· Records of arrests (including local offenses, charges, arrested on warrants);

· State’s attorney charging decisions;

· Court dispositions (including charges and convictions);

· Custodial status information;

· Fingerprints;

· Caution notations;

· Stop orders (99% of which come from the FBI);

· Criminal justice and non-criminal justice fee applicants (for notifications of subsequent events);

· Access and review notations; and 

· Death notices.

Some discussion was had concerning the statutory authority of the Illinois State Police to collect ordinance violations and stop orders. Members were interested in who made the decisions to collect this data and how the public was informed of those decisions. 

Illinois policies granting access to CHRI

Mr. Marcel Reid of the Illinois State Police discussed the statutory environment for the dissemination of criminal history record information in Illinois. He began by explaining the distinction between criminal justice users of non-conviction information and non-criminal justice users of conviction-only CHRI. Mr. Reid explained that non-conviction information includes anything on file while conviction-only CHRI includes records of convictions only. Mr. Reid stated that the level of access to CHRI is, in Illinois, determined by statute. 

Before moving on, Mr. Reid clarified some of the types of information that are not contained in the CHRI repository. The repository does not include orders of protection or sex offender registrations, nor does it contain convictions outside the State of Illinois. Mr. Reid added that the CHRI repository did maintain a log of CHRI requestors for the implementation of the 30-day revised response requirement as well as a secondary dissemination log.

On the federal level, Mr. Reid identified United States Public Law 92-544 as the controlling statute regarding an entity’s access to FBI criminal history record information. Federal CHRI contains federal offenses as well as any state offenses reported to the FBI. He pointed out that while certain criteria are necessary for the dissemination of federal CHRI to non-criminal justice entities, the FBI does not disseminate its criminal history record information to private individuals. To obtain federal CHRI, a state law or its functional equivalent must provide the agency with access to the FBI records and the individual must be fingerprinted because the FBI does not run name inquiries. In Illinois, the Department of Children and Family Services (DCFS) and school boards are authorized to access federal CHRI.

Individual access and review provisions

Ms. Tammi Kestel, of the Illinois State Police Bureau of Identification, asked the members to complete a questionnaire intended to explain individuals’ access and review rights to their criminal history transcripts maintained in the CHRI repository. The questionnaire covered the need to be fingerprinted, which agencies are authorized to forward an access and review request to the Illinois State Police, how long those agencies have to actually forward the request, the individual’s right to challenge the information contained in his criminal history transcript, and the individual’s right to an administrative appeal. 

Once the members completed the questionnaire, Ms. Kestel explained the answers and provided the group with a copy of Title 20, Part 1210 of the Illinois Administrative Code and an Access and Review fingerprint card used by the Illinois State Police to process requests.  

Study proposal – Comparison of unofficial and official sources of CHRI in Illinois

Mr. Nagel briefly discussed a proposed study to compare unofficial sources of criminal history information with that contained in Illinois’ criminal history repository. Some members were concerned with whether the researchers were required to inform individuals if errors were discovered in their unofficial criminal history transcript. Mr. Nagel replied that the Authority’s Institutional Review Board (IRB) would review the study. Mr. Boehmer clarified that the IRB’s function it is to protect human research subjects, and that the members’ concerns would be addressed before the IRB approved the research.

Next Meeting’s Goals

Mr. Boehmer explained that the next meeting of the subcommittee would be the last to specifically cover the regulations of the Illinois criminal history repository. He anticipated that at the next meeting, the members would discuss the data quality requirements imposed upon the repository as well as Illinois’ expungement law. Mr. Boehmer expected the next meeting of the IIJIS Privacy Policy Subcommittee taking place in June and said that staff would be in contact with the members to inform them of the date.

Adjourn

The meeting adjourned at 12:05 p.m.

