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Privacy Policy Subcommittee Meeting Notes

23 June 2004

Present at the fourth meeting of the IIJIS Privacy Policy Subcommittee were:

· Robert Boehmer, Illinois Criminal Justice Information Authority;

· John Jesernik, Illinois State Police;

· David Clark, Illinois State’s Attorneys Appellate Prosecutor’s Office;

· Paul Fields, Law Office of the Cook County Public Defender;

· Lynne Johnston, Illinois State Police;

· Tammi Kestel, Illinois State Police;

· Harold Krent, Chicago-Kent College of Law;

· Ron Lewis, McLean County Public Defender’s Office;

· Michael McGowan, Office of the Chief Judge, Circuit Court of Cook County;

· Wil Nagel, Illinois Criminal Justice Information Authority; 

· Steve Neubauer, Illinois Association of Chiefs of Police;

· Joan Rappaport for Peggy Patty, Illinois Coalition Against Domestic Violence;

· Deb Plante, Illinois State Police;

· Marcel Reid, Illinois State Police;

· Leslie Reis, The John Marshall Law School;

· Don Rudolph, Illinois State Police;

· Lyn Schollet, Illinois Coalition Against Sexual Assault;

· Art Sebek, Illinois State Police;

· Nicole Sims, Office of the Circuit Court Clerk of Cook County; and

· Martin Typer, Clerk of the Circuit Court of Ogle County.

Introductions

After welcoming everyone to the fourth meeting of the IIJIS Privacy Policy Subcommittee, Mr. Boehmer explained that the goal of this meeting was to identify the primary privacy issues that need to be addressed in order to frame the final privacy policy. As a warm up for thinking about the issues, Mr. Nagel developed a short PowerPoint presentation entitled, Privacy in the news: Recent privacy headlines across the nation. This presentation pointed out that the public is taking note of perceived privacy violations. 

Developing a master set of issues

For the next two hours, the members discussed the issues confronting the sharing of justice information in an integrated justice environment. The issues identified during that discussion are attached and represent a significant step in the development of the privacy policy.

Adjourn

The meeting adjourned at 12:15 p.m.
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Privacy issues confronting the sharing of justice information in an integrated justice environment


Introduction

The following issues include an element of balancing the interests of the justice system with the interests of personal privacy. Specifically, the value of sharing a piece of information, or of using a certain information tool, should be measured and then subsequently weighed against the public’s legitimate expectations of privacy in the information. It is the goal of the IIJIS Privacy Policy Subcommittee to engage in this analysis and make recommendations on the following issues.

I.
Scope of the privacy policy

· The public’s perceptions regarding the accessibility of justice information vary. Is there a need to educate the public as to what information is available in the justice system and what is available to the public?  If yes, what topics should be included?
· State-level justice information systems that are federally funded are required to comply with many federal laws and regulations. State laws also impact the development and utilization of those state-level systems. However, these laws and regulations generally do not apply to agency-level systems. Should the IIJIS Privacy Policy, based upon current federal and state laws, apply uniformly to all justice information systems operating in Illinois?
· Secondary dissemination of information maintained by the justice system is a concern. The sale of justice information to the private sector and the private sector’s compiling and reselling of the information impacts the quality of justice information available to the public. What secondary dissemination regulations are in place now? What should those regulations contain?
II.
Criminal history records checks

There seems to be some confusion about the difference between a background check and a criminal history records check. A background check involves an investigation of an individual including a review of credit and employment references as well as past residences. A criminal history records check, however, is merely a search of a criminal records database.

· There is some concern about the reliability of private criminal history records checks. Is there a need for regulation of private data providers?  If so, what should those regulations include?
· The Illinois State Police criminal history repository only contains Illinois criminal history data. Should the Illinois State Police be the state’s recommended source of publicly available conviction information? 
· Municipal police departments are often requested by businesses and their city governments to perform background checks upon potential employees. However, statutes and regulations prevent police departments from conducting such pre-employment checks. To whom should municipal police departments refer such requests? 
· The Uniform Conviction Information Act provides that all conviction information required to be collected and maintained by the Illinois Sate Police is available to the public. Should access to conviction information in Illinois be made more easily available in light of integration technologies? Is web-based accessibility of conviction information recommended?
· Public defenders expressed an interest in access to the criminal history records of clients, witnesses, and victims. Currently, such requests are handled by the court during discovery. Is court oversight sufficient or should additional access be considered?
III.
Impact of orders sealing or expunging criminal records


Court orders that seal or expunge otherwise complete and accurate criminal history records essentially remove that information from consideration by some users of the information. Such orders also allow individuals to assert that they have never been convicted of a criminal offense. 

· Expungement/Sealing orders do not allow the Illinois State Police to accurately report an individual’s criminal history record. Does this impact the public’s perception of the completeness of Illinois’ criminal history repository? Is a “clean” record no longer considered clean because a conviction might have been sealed? How should the privacy policy deal with this issue?
· Generally, entities that are not named in an order sealing or expunging a record are not bound by its terms. However, with the prevalence of information systems that store copies of arrest and conviction information, gaps exist in the coverage of expungement and sealing orders. What are those gaps? Should current expungement and sealing provisions apply in those gaps? 
IV.
Public access to justice information

· While several laws and regulations limit the release of justice information to the public, there is still uncertainty regarding what information can be released and when. What types of justice information should be shared with the public? When should the information be shared?
· Several state laws impact the public availability of justice information. How do the provisions of the Uniform Conviction Information Act (UCIA), the Criminal Identification Act, the Freedom of Information Act, State Records Act, the Local Records Act, and Rule 3.6 of the Illinois Rules of Professional Conduct interact?
· Traditionally, police departments maintain arrest blotters that are open to the public. However, the types of information contained in arrest blotters vary from department to department. Should police blotter information be made uniform in Illinois? 
· Determining what justice information is accessible to the public and when is a complex task. Is there a need to educate criminal justice officials as to what information can and should be made available to the public?
· The goal of the IIJIS initiative is to eliminate barriers to the sharing of justice information within the justice system. Ultimately, when an individual has contact with the justice system, all the information necessary to make a decision regarding his case will be made available to the official. Should IIJIS provide the public with a compiled response composed of the publicly available justice information from multiple agencies? 
V.
Availability of Social Security numbers 

· There is concern regarding the availability of Social Security numbers contained in justice information systems. This concern is not limited to disclosure of the SSN to the public; it also includes the accessibility of Social Security numbers by members of the justice community. How are Social Security numbers used by the justice system? Within the justice system, who should have access to SSNs and when?  Should the justice system ever release Social Security numbers to the public?
VI.
Accessibility of victim and witness information

When an individual is victimized or witnesses a crime, the justice system collects personally identifiable information about that person. Many privacy concerns are raised by the collection and maintenance of information concerning victims and witnesses. 

· In many cases, a victim’s most fundamental need is for physical safety. Who should have access to the victim’s or witness’ location? 
· Fear about who might have access to the information collected by the justice system in police reports, pre-sentence investigations, and the like may prevent victims and witnesses from calling the police or participating in a criminal prosecution. Is there a need to limit the availability of victim/witness information both within and outside of the justice system? 
· Some justice agencies have developed databases that allow them to search victim and witness information. These databases can also link results in such a way that an individual’s victimization history can be compiled. What purpose might this functionality serve? Do the benefits outweigh victims’ and witness’ privacy interests and the policies surrounding those interests?
· People do not choose to become victims or witnesses; nonetheless, the justice system collects information about them anyway. Due to the potentially sensitive nature of such information, should there be any public access to victim or witness information maintained by the justice system? How does the public availability of victim and witness information contained in the court records affect this issue?
· Current offenders might have been victims at an earlier point in their life. Is there a possible need for the previous victimization history of a current offender? If so, how does this need affect the development of victim and witness databases?
· Public defenders expressed an interest in the criminal history of victims and witnesses for use during trial. How does the defendant’s right to a fair trial influence access to victim and witness information? Is court oversight sufficient or should additional policies be considered?
VII.
Availability of officer safety information 

· It is a goal of the justice system to ensure that police officers have access to information that can help protect them in the field. However, there doesn’t seem to be a uniform definition of officer safety information. What are the current types of information related to officer safety? How does a practitioner decide if a piece of information is related to officer safety? Should a set of criteria be established to help an agency decide whether information relates to officer safety? 

· Warning fields and caution files meant to provide officer safety information frequently contain old information. When do certain pieces of officer safety information become stale? Should policies be developed to ensure that information maintained in officer safety files is current? What should those policies be?
· Absent a court order, information maintained in probation files in Illinois is only available to the probation department and the court. However, information gathered by probation and court services offices can sometimes improve officer safety. Should such information be made available to police officers? What factors influence the decision about whether a certain piece of information has an impact on officer safety? 
· It may be desirable to inform officers of an individual’s probation status and conditions. While probation status and some conditions are publicly available, some administrative sanctions that result in additional conditions of probation are not. Should those conditions be made available to police? Does the determination depend upon the types of conditions imposed?
VIII.
Interaction between the executive and judicial branches of government

Justice information collected and maintained by the executive branch is often used in the course of criminal prosecutions that take place in the judicial branch. The result, with few exceptions, is that information protected by the executive branch is made publicly available once it is used in court. 

· The executive branch is prevented from imposing the privacy policy upon the judicial branch. Should policy recommendations recognize this condition as a valid check or should steps be taken to develop policy recommendations in cooperation with the judicial branch?
· The accessibility of pre-sentence investigations is subject to local interpretations. Most jurisdictions keep PSIs sealed; however, some jurisdictions hold that once the report is used in open court, it becomes a public record. Should a uniform interpretation on the accessibility of pre-sentence investigations be recommended?
· Information concerning victims and witnesses is routinely kept in court files. Because of the sensitive nature of this information, should the information be protected by the court? 
IX.
Quality of justice information

· The justice system depends upon quality information to make decisions that affect the safety and liberty of the citizenry. However, not all justice information systems are required to ensure that they collect, maintain, and use quality information. Should all justice agencies be required to comply with data quality requirements? What should those data quality requirements include?
· It is common for justice agencies to share their electronic information with other agencies by sending a copy of their information. However, if such copies are not updated on a regular basis, they can quickly become stale. Requiring a new search of the official repository for a particular type of information may be preferred to storing the same information in different systems. Should a recommendation be made that justice decision makers rely upon information from a recent search of the official information store as opposed to an old copy of the data? Is there a preferred or official store for all critical pieces of justice information? If not, should there be?
· Decision-makers throughout the justice system rely upon the information collected and maintained by multiple agencies. Who is ultimately responsible for ensuring the quality of the information? the collecting agency? the maintaining agency? the agency relying on the information to make a decision?
X.
Rights to access, review, and challenge justice information 

· While the Department of Justice requires criminal history repositories to provide individuals with the right to review and challenge their criminal history transcripts, there are several types of justice information that do not provide such a right. To what extent, if any, should individuals be afforded a right to review and challenge other types of justice information? What standards or factors exist to help make this determination? What types of administrative procedures would need to be developed? 
· According to the fair information practices, the information reviewed by the data subject should include how the information is being used, whether it is being used, and to whom the information has been disclosed. In the justice information context, should access and review policies include these types of information? 
XI.
Limitations on the collection and use of justice information 

· The justice system collects information that may or may not be relevant to the prosecution of an offense; this is because in the collection of information for law enforcement purposes it is impossible to determine in advance what information is accurate, relevant, timely, and complete. With the passage of time, seemingly irrelevant or untimely information may acquire new significance as further investigation brings new details to light. Should there be retention standards to ensure that relevant information does not become stale? Should non-relevant information be retained? For what purposes should non-relevant information be retained? How long should these retention periods be? Should retention include the ability to search the information with analytical tools or should it just be stored for limited purposes?
· Justice information can be used for many reasons unrelated to the operation of the justice system when the safety of the community is at issue. What level of risk to the community is required before the justice information can be disseminated? Should a uniform set of criteria be established to ensure that individuals’ privacy interests are treated equally throughout the state?
· Valid uses of justice information also include its retention and destruction. The fair information practices call for the destruction of personal information when it no longer serves the original processing purposes. What laws and regulations currently govern the retention and destruction of justice information? What should be included in these laws and regulations? If once a record becomes public it is forever public, why does it matter how long public records are retained? Are retention periods more applicable to non-public information?
XII.
Open nature of justice information management practices 

· The fair information practices state that agencies should provide notice about how they collect, maintain, and disseminate personal information. Specifically, this notice should indicate the main purposes for the data’s use; identify the person and office responsible for the data; identify those who may access or receive the data; explain whether the information is mandatory or voluntary and the consequences of failing to provide the information; and inform the data subject that he has a right to access the data and rectify errors. Should such a notice be provided to individuals whose information is collected by the justice system? Should any additional information be provided? 
· The fair information practices also hold that agencies should communicate to affected individuals when their justice records are requested, sold, or released to third parties. Should agencies be required to comply with this requirement? Would compliance be unduly burdensome to the efficient administration of justice? Where it would not compromise a pending investigation, case or court proceeding, should individuals be informed that they were the subject of an investigation in a manner similar to wiretaps?
XIII.
Justice system accountability for complying with the privacy policy

· There should be some means of ensuring that agencies are complying with the provisions contained in the privacy policy. Should individuals be able to challenge an agency’s compliance with the privacy policy? How and where should such a challenge proceed? 
· Accountability provisions are included in many statutes in Illinois and across the nation. What are the current accountability mechanisms in place in Illinois? What penalties are currently imposed where an agency fails to comply with its justice information system policies? What should those penalties be? 
· Audits are a common mechanism to measure compliance with justice information sharing policy. Should periodic audits be considered in the development of the privacy policy? What sorts of compliance issues should be audited? 
XIV.
Transactional information generated by the justice system 

· The operation of the justice system creates a significant amount of transactional information. Statistical information such as the number of arrests, the number of times charges are brought or dropped, the number of convictions, guilty pleas, and acquittals, sentencing statistics (perhaps even indexed by judge), the number of prisoners released, and even recidivism rates could potentially be generated by the integrated justice information system. These pieces of statistical information may be very useful in the oversight of the justice system by both justice policy makers and the public. Do the provisions of the Freedom of Information Act provide enough regulation of this transactional information? If not, what policies should be developed for the sharing transactional information?
XV.
Availability of offender and victim health information

· Health information collected by the justice system includes otherwise confidential medical and mental heath records. These records can include information ranging from a victim’s HIV status to an offender’s previous hospitalization in a mental institution. Do current laws and regulations sufficiently address how these types of information are collected and shared by the justice system? If not, what policies should be developed to ensure the proper protection of health information contained in justice information systems? 
XVI.
Police contact cards

· Contact cards may not reach the level of intelligence information. What information is contained on police contact cards? Should contact cards be addressed as an issue separate from intelligence data? 
· There is very little regulation of contact card information. How is the information contained in contact cards used? Should contact cards be regulated in some manner? What issues should be covered by a policy intended to regulate the collection, maintenance, dissemination, and use of contact card information?
· Reliance on contact card information to develop reasonable suspicion or probable cause may be a concern. Does the age of contact card information affect its use as an investigative tool? What factors are involved in determining whether contact card information is reliable? Should there be a statewide policy regarding the reliability of contact card information? 
· Sharing contact card information between jurisdictions may raise the stakes of these concerns. Should policies be developed to regulate the sharing of contact card information? What should be included in such policies? 
XVII.
Intelligence information 

· There is concern about the government collecting information and creating dossiers about people in the absence of probable cause. Do the provisions of the Privacy Act and the Department of Justice’s intelligence systems regulations sufficiently protect the privacy interests of the citizens of Illinois? If not, what protections should be included in a policy designed to regulate the sharing of intelligence information throughout the justice system?
· The combination of government information and commercial data is also a concern. Should policies be developed to regulate this collection and combination of information? If so, what should be included is such a policies?
· In the context of intelligence data gathering, should information be gathered and analyzed in order to develop suspicion, or should there be some reasonable suspicion before the gathering and analysis of information takes place? Should a policy be developed that requires a triggering mechanism before information can be analyzed? 
· Intelligence information often includes surveillance data. Such surveillance data raises profiling concerns and individuals are not informed that their actions may be under surveillance. What regulations currently exist with regard to surveillance information? Are those regulations sufficient? What considerations should be addressed by a policy designed to regulate the collection, use, and dissemination of surveillance information? 
· The potential sharing of intelligence information raises the stakes of these concerns. Should policies be developed to regulate the sharing of intelligence information? What should be included in such policies?
· Raw investigative as well as intelligence data may be fraught with inaccuracies until it is verified or crosschecked with other data.  In light of the justice enterprise’s paradigm shift from responding to criminal or terrorist activity to preventing such acts, what types of data quality considerations should be addressed in the context of intelligence information? 
XVIII.
Juvenile justice information 

· Even though the treatment of juvenile justice information is codified, it is subject to local interpretations. Is a uniform interpretation of the sharing of juvenile justice information needed? Is there a need to educate justice practitioners about what information regarding juveniles can be shared? 
· In certain circumstances, some juveniles may be tried as adults. Is information about juveniles tried as adults treated differently than other juveniles’ information?
· Sex offender registration requirements also impact juvenile justice information sharing policies. How do juvenile sex offender registration provisions affect the confidentiality of juvenile justice information? 
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