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Privacy Policy Subcommittee Meeting Notes

17 December 2003

Present at the first meeting of the IIJIS Privacy Policy Subcommittee were:

· Robert Boehmer, Illinois Criminal Justice Information Authority;

· Lori Levin, Illinois Criminal Justice Information Authority;

· John Jesernik, Illinois State Police;

· David Biedron, DuPage County Sheriff’s Office;

· David Clark, Illinois State’s Attorneys Appellate Prosecutor’s Office;

· Paul Fields, Law Office of the Cook County Public Defender;

· Ron Lewis, McLean County Public Defender’s Office;

· Michael McGowan, Office of the Chief Judge, Circuit Court of Cook County;

· Wil Nagel, Illinois Criminal Justice Information Authority;

· Ian Oliver, Illinois Department of Corrections;

· Peggy Patty, Illinois Coalition Against Domestic Violence;

· Lyn Schollet, Illinois Coalition Against Sexual Assault (by telephone);

· Art Sebek, Illinois State Police;

· Nicole Sims on behalf of Craig Wimberly, Office of the Circuit Court Clerk of Cook County;

· Michael Tardy, Administrative Office of the Illinois Courts; and

· Martin Typer, Clerk of the Circuit Court of Ogle County.

Introductions

After the members briefly introduced themselves, Mr. Boehmer, the general counsel of the Illinois Criminal Justice Information Authority, explained why we invited such a diverse group of people and emphasized the need for practitioner involvement.  Although not able to attend the meeting, groups outside the criminal justice system such as the Chicago Chamber of Commerce, the Illinois Press Association, Metropolitan Chicago Health Care Council, as well as academicians from John Marshall Law School and Chicago-Kent College of Law have all accepted invitations to participate on the subcommittee as well as several additional justice agencies.  Mr. Boehmer stated that our intention in convening such a diverse group was to ensure the broadest possible coverage of privacy issues impacting the sharing of justice information in Illinois.  

Goals of the Privacy Policy Subcommittee

Mr. Boehmer emphasized that, while the background paper provided to the members was somewhat theoretical in its presentation, the work of the Privacy Policy Subcommittee would be performed at a very pragmatic level.  Mr. Boehmer briefly discussed the fact that the integration project is designed to eliminate barriers to the sharing of justice information that previously might have provided some privacy protections.  

Mr. Boehmer briefly mentioned his and Mr. Jesernik’s work on the Global Justice Information Sharing Initiative’s Privacy and Information Quality Working Group and explained that Global is looking to Illinois as a leader in the area of privacy policy development in an integrated justice environment.  

The work of the privacy subcommittee was also discussed.  One of the primary activities of the subcommittee involves understanding the current privacy environment in Illinois.  In order to accomplish this goal, Mr. Boehmer said that the members might be called upon to provide some brief background information regarding laws and regulations that effect their agency’s operations and to provide insight into the privacy issues that are important to their agency.  Mr. Boehmer also acknowledged some difficult subject areas in the privacy arena, such as intelligence data and juvenile justice information, that the subcommittee would address after it dealt with adult offender information sharing.  He further stated that the subcommittee should recognize that the courts are simultaneously developing policies regarding the accessibility of court files and that our policy decisions should complement those of the judiciary.  

Mr. Boehmer next explained the initial vision of the privacy subcommittee’s final report.  Specifically, he stated that the final report would contain not only an explanation of Illinois’ current privacy environment, but also the subcommittee’s recommendations for changing that environment.  Those rationales and bases for those recommendations would also be included in the final report along with suggestions on how local agencies can comply with the recommended policies.  Mr. Boehmer stated that the format of the final report had yet to be determined and that the timeline for its completion was not yet decided.  

The Proposed Process for Drafting Privacy Policy in an Integrated Justice Environment

Mr. Boehmer called upon Wil Nagel of the Illinois Criminal Justice Information Authority to explain the proposed process the subcommittee would take toward completing its goals.  Mr. Nagel briefly expanded upon the 5-step outline provided to the members:

· Step 1 – Participants had already accepted invitations to work on the subcommittee.  

· Step 2 – The goal of the instant meeting was to review the fair information practices and their limitations when applied to justice information sharing.

· Step 3 – The work of the subcommittee for the foreseeable future will involve acquiring an understanding of the privacy policy choices already made in Illinois.  Mr. Nagel stated that he expects a great deal of the privacy policy to be already written in the form of current laws and regulations; the challenge lies in compiling these statutes and understanding the policy choices contained therein. 

· Step 4 – This step outlined seven issues potentially facing the integration initiative.  The subcommittee will discuss Illinois’ current responses to these issues during its later meetings to help support its recommendations on resolving these issues in the final report.  Briefly stated, those issues are:

· Information Life Cycle

· Individual Access to Records Contained in Integrated Justice Information Systems

· Accountability of the Integrated Justice System

· Availability of Statistical Information Made Easily Available by Integrated Justice Information Systems

· Accessibility of Victim & Witness Information

· Accessibility of Offender and Victim Health information

· Collection, Use, & Dissemination of Social Security Numbers

· Step 5 – Mr. Nagel noted that the goals of the final report had already been briefly explained earlier in the course of the meeting.

Mr. Nagel explained that the next meetings would focus on the statutes regulating types of justice information exchanged.  For example, the focus of the next meeting would be the records contained in the criminal history repository while the following meeting might focus on information contained by probation departments or the information maintained by the department of corrections.  The issues identified under Step 4 will be discussed during each of these meetings.  Later meetings of the subcommittee will focus on the individual issues in Step 4 in an attempt to resolve or otherwise address them in the final report.  

The Fair Information Practices (FIPs) & their Shortcomings

After providing background on the fair information practices (FIPs), Mr. Boehmer once again called upon Mr. Nagel to expand briefly on the FIPs and their impact upon the work of the privacy subcommittee.  Mr. Nagel stated that the National Criminal Justice Association’s Justice Information Privacy Guideline relied heavily upon the FIPs.  Summarizing the work contained in the background paper, Privacy Schmrivacy, Mr. Nagel said that because the FIPs were initially developed in the private sector, that they are often times too extreme when applied to the justice system.  He said that the goal in reviewing the FIPs and their shortcomings during the meeting was to provide some theoretical background to what will be presented during later meetings.  Mr. Boehmer added that several of the principles included in the FIPs have been enacted in several statutes regulating the sharing of justice information.  

Additional Considerations

Mr. Boehmer explained that the subcommittee would be moving on to the compilation of current statutory responses to privacy concerns phase beginning with the next meeting.  He asked the members for their assistance in three things:

(1) Members were asked to identify any additional statutes that impact their agency that might not have been mentioned in the background paper.

(2) Members were also asked to think about any additional privacy issues or sub-issues that might have been overlooked.  Mr. Boehmer emphasized that this was perhaps the most important request because the privacy issues identified by the subcommittee will frame its future work.

(3) Members were requested to provide their agency’s policies and procedures for the sharing of justice information.  

Some members suggested additional privacy issues to consider.  The group heard brief discussion on the need to focus on information quality issues and their potential impact on the privacy policy as well as the need to address the privacy policy’s interaction with Illinois’ Freedom of Information Act.  A member also noted that the subcommittee might need to address instances where sensitive information is made public in the regular course of justice administration. 

Next Meeting’s Goals

Mr. Boehmer stated that the next meeting of the subcommittee would focus on the laws and regulations regarding the state’s criminal history repository starting from the federal regulations and working down through Illinois’ policy choices and finally down to the implementation of those provisions at the local level.  Mr. Boehmer anticipated that this meeting would involve significant discussion by group members on how they utilize criminal history information and any of their agency’s privacy concerns regarding the sharing of such information both within and outside of the justice system.  

Mr. Boehmer stated that a meeting date had not yet been selected for the next meeting but anticipated it taking place toward the end of February.  He stated that Mr. Nagel would be in touch with each member to set and accommodating date.

Adjourn

The meeting adjourned at 11:15 a.m.

