Business Plan for Illinois Justice Network Portal

Goals

An ultimate goal of the Illinois Justice Network (IJN) is to provide a “virtual single system” that records and updates justice-related subject history and status information. IJN portal users should be able to access the data either directly through existing familiar records management/case tracking clients or through an IJN common user interface. In either case, users must use IJN system security, information access, and user administration methods and techniques at the application level. The IJN Portal architecture should be based on open Internet technologies and Justice XML data standards so that access to the data by user agency systems can be accomplished through a model interface.

Expected Benefits

It is envisioned that the IJN Portal would include much of the following functionality:

· Criminal Justice Inquiry – “Google for COPS”. This application would integrate justice data from multiple sources in a single search application and user interface. Applications to be searched would include:

· LEADS

· CHRI

· Sex Offender Registration

· FOID registrations

· AVN court case status, jail/prison custodial status

· POLARIS probation status (when available)

· IDOC inmate records

· Secretary Of State
driver and vehicle files

· Inmate Locator

· IDOC

· Cook County

· AVN

· Mug Shot

· Obtain digital mug shot from CHRI/IDOC or drivers photo from SOS

· Juvenile Inquiry

· Access to CHRI juvenile arrest database in order to facilitate station adjustments.

· SID/IR Look-Up

· Obtain offender based information upon entry of a SID or IR number.

· Master Name File Look-Up

· Obtain information from list of choices when positive ID such as SID not available.

· Notification Service

· Contact requesting agency each time an inquiry is made about a previously “flagged”

offender (suspect or active criminal), or criminal justice client (probationer/parolee).

In addition, a data warehouse is proposed to facilitate ad-hoc inquiries to the IJN portal. This data warehouse could also be expanded to include the Chicago Police Department ICLEARS system which will, in the future, include incident data from a yet-to-be-determined number of law enforcement agencies besides CPD.

Business Requirements

· IJN portal users will include but not be limited to authorized justice decision makers from law enforcement, prosecution, the judiciary, jail/detention, corrections, probation and parole. Possible “feeder” systems for the IJN portal include Illinois State Police criminal history records system, hot files, and digital photos; Illinois Department of Corrections offender data systems and digital photos; Illinois Attorney General’s Automated Victim Notification System; jail, prison, and court case status records; Illinois Secretary of State’s Office’s driver and vehicle records, as well as digital photos; Administrative Office of the Illinois Courts Probation On-Line Automated Reporting Information System (POLARIS) probation status records, and Chicago Police Department I-CLEARS incident and arrest data.

· IJN portal users must have the ability to perform on-line retrievals of up-to-date justice information. The data should be retrievable using a common key, such as SID. Searches may be conducted through non-biometric identifiers – such as name, sex, race, date-of-birth – but can return multiple match candidates from which users must then make further determinations of identity match.

· Information needed by justice decision makers should be retrievable through a single query. Record updates made by source agencies to “feeder” systems should be made readily accessible through the portal.

· System-wide security policies must be established that apply to all providers and users of IJN portal data.

· The IJN portal should be easy to navigate, and the user interface should have a standard look and feel. For efficient search and retrieval, IJN content should include meta-information (data about data such as source agency, keywords, and creation date) that can be used to optimize indexing and to perform custom searches.

· Subject history and status data sets comprising the IJN portal should be updated at least daily to ensure timely availability of information to all authorized users. 

· The IJN portal should be flexible to provide for future expansion of functionality. It should be scalable to accommodate a variety of loading conditions.

· The IJN portal must provide mechanisms to support privacy, authentication, and data integrity for all information retrieval and data transfers. IJN web servers must be capable of securing content by granting access only to authorized users and/or by transferring pages in an encrypted format.

· The IJN portal should support a messaging infrastructure that enables the transfer of various notifications across agencies. The notifications component enables timely notifications of events of interest, such as arrests and other police stops, warrants, and violations of probation or parole. The system, however, is not constrained to any particular kind of notification, but will instead be flexible so that new event notifications can be added with relative ease.

· IJN data-sharing applications should not directly update existing agency production data storage, and have little impact on the existing agency transactional systems.

· Each participating justice agency should assume responsibility for safeguarding information access and use by their staff. Participating agencies should have control over which individuals from their agencies have access to the IJN portal.

Implementation Phases

Phase I will focus on the creation of the justice portal. 

Phase II will focus on focus on the infrastructure and application framework needed to build a model interface between I-CLEAR and other police Records Management Systems (RMS), using PIMSNet and the DuPage County CJIS system.

Phase III will focus on implementation of an interface to LEADS and CHRI.

Phase IV will focus on establishing links between IJN portal and the Illinois Department of Corrections data systems.

Phase V will focus on establishing links between IJN portal and the Illinois Secretary of State’s driver and vehicle files and digital driver photos.

Phase VI will focus on establishing links between IJN portal and the Attorney General’s AVN system and the Administrative Office of the Illinois Courts’ POLARIS data system.

Implementation Issues
Before these systems are committed to a state justice portal, a number of questions must be answered:

Portal Data Providers

· What is the willingness and capacity of each of these source agencies to participate? 

· Are the agencies willing to participate?

· Does the current hardware and software permit greater use of the system?

· What are their business rules?

· How can the IJN portal be implemented to minimize the impact on source production systems? 

· What data is needed from each system?

· What data do justice practitioners need to perform their work? (Once a model is created, it should be validated with practitioners.)

Users’ Access to Portal Data

· Who are the eligible users of the IJN portal, both at the agency/organizational level and at the individual/staff level?

· What are the respective advantages/disadvantages of user access through a standard IJN portal client vs. an agency’s native client?

· Are there any legal restrictions on the use of the data?

Data Linking/ Data Quality 

· How can we best utilize the Justice XML data dictionary and data model within the context of the proposed IJN portal initiative? 

· How do we link records from disparate systems?

· What if system does not contain SID?

· Will users accept multiple candidate matches based on non-biometric search criteria? (name, sex, race, date-of-birth)


· What concerns exist about data quality?

· Should these concerns be addressed primarily by the source agency? (Laws, and rules and regulations already cover some data, such as CHRI, SOS, probation, and gang information.)

· What authority should IIJIS Board have in governing data quality?

· How do we update records to ensure accuracy?

Readiness

· What changes are needed to the state’s technical infrastructure? How can we best leverage existing capacity of the state frame relay network and the Illinois Century Network?

· What additional technical skills are needed for this implementation?

· How will these skills be developed or acquired?

· At what point does IIJIS need to bring in consultant services?

Process

· How will prototyping or pilot testing be conducted for each implementation phase?

· What authority should IIJIS Board have in governing IJN post-implementation operations?

Funding

· How will funding be acquired, used and managed for the sequential phases of the IJN portal?

· Who will bear various costs? Are individual user agencies/organizations expected to bear the costs to access the IJN Portal in terms of initial start-up costs or ongoing maintenance charges?

Miscellaneous

· How does the status of recent and current IT projects impact development of the IJN portal?  – e.g., ICLEARS, POLARIS, ISP/CPD criminal history merge, LEADS upgrade) 

· Which officials or types of officials are needed as champions for the integration effort in order to build statewide support and help procure funding?

Risks Associated with IJN Portal Initiative

· Risks associated with technology-based innovation

· Unrealistic expectations among sponsors, builders, and users about the benefits, costs, and barriers associated with the IJN portal

· Lack of organizational support and acceptance for changes in business processes, tools, and practices

· Failure to evaluate and redesign business processes before applying technology

· Lack of alignment between policy goals and project objectives

· Failure to understand the strengths and limitations of new technology

· Risks associated with the public sector environment

· Divided authority over decisions

· One-year budgets

· Highly regulated procurement

· Few government-wide information and information technology policies

Additional Considerations for Tactical Planning

· Performance and Progress Measures

· Project Timelines

· Additional Project Management and Staffing Needs

· Cost Estimates and Funding Sources
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