Concept Paper: A Justice Gateway in Wisconsin

In the aftermath of the September 11, 2001 terrorist attacks, investigators came to the glaring realization that a significant amount of information was "known" about the hijackers before the attacks, however, no tool existed to allow access to the information across disparate justice information systems.  The 'dots' were available...the ability to connect them was not.
Last summer, the Office of Justice Assistance held planning meetings throughout Wisconsin to assist the agency in developing the State’s strategic plan for distribution of federal formula and block grants over the next three years. Meeting participants included law enforcement, sheriffs, district attorneys, public defenders, alcohol/drug treatment personnel, jail staff, county planning members, health and human services, probation and parole, court staff, community service personnel, youth community personnel, and judges. These statewide meetings resulted in the development of a list of critical issues for the justice community. The top priority, for all groups in every meeting location, was justice information sharing.  Attendees cited a need to go “beyond CIB by creating a secure statewide information sharing system.”

The more information that is available to criminal justice personnel, the more effectively they can administer justice, operate their organizations and increase public safety.  Improved information sharing will improve decision making by law enforcement officers at the points of critical decisions, by the judiciary in court management and case-related decisions, by prosecutors in charging decisions and by jails and corrections officials in making appropriate classification and assignment decisions and managing offenders once released.  Better decisions will increase public safety and the credibility of the justice system, allow faster access to critical information at a lower retrieval cost and and reduce exposure to liability for mistakes, since errors in the criminal justice enterprise can be very costly.  

Even with the obvious benefits, the sharing of criminal justice information is particularly challenging in Wisconsin’s complex system of community policing, crime prevention and investigation; prosecution; adjudication; punishment; restitution, release and rehabilitation.
  Although there is a wealth of information being collected at all levels, relatively little is shared across functional and jurisdictional boundaries.  

Potential Solutions

Last fall, Wisconsin’s Justice Information Sharing Program (WIJIS) organized a subcommittee to study the potential for developing a Justice Gateway to enable information sharing among the state’s justice partners. (See Appendix 1) Committee members included representatives from law enforcement (including WI-NENA and the Chiefs of Police and Badger State Sheriffs associations), the district attorney automation program (DA-IT), the circuit court automation program (CCAP), UW technology group (DO-IT), and state agencies including the Office of Justice Assistance and the Departments of Correction, Electronic Government, Justice and Transportation.  The four-month effort included a review of numerous justice information sharing solutions being employed in various regions of the country.  (See Appendix 2 for a summary of the solutions reviewed.)

It was agreed that a single secure access point to justice partner information is needed in order to avoid duplication of effort and unnecessary cost in agencies developing independent security infrastructures.  Committee members agreed that a “Justice Gateway” should be built to serve as a front end to all partner systems and that an active directory should be built to manage and authenticate the people and organizations authorized to access the resources of the Gateway network.  The directory would provide a consistent way to name, describe, locate, access, manage, and secure information about individual users and would serve as the main switchboard of the Gateway operating system. It would be the central authority that manages the identities and brokers the relationships between distributed resources and it would permit access to appropriate levels of information based each user’s role in the justice community.  

Because the directory service supplies fundamental network operating system functions, it should include a robust security infrastructure to ensure the integrity and privacy of the network and to defend against cyber-based attacks, unauthorized intrusion and data modification.  
Access to the Gateway should be available through either the Internet or BadgerNet to allow agencies of all sizes and technical capabilities to participate.  

The committee also concluded that there were four potential methods for justice sharing information in Wisconsin: 

1. Ask that each justice partner provide access and train authorized users on the agency’s unique internal applications.  Each user would have an icon for each resource and if restricted information is shared, each source would require a username/password.  

2. Ask that each justice partner agency fund and build an easy to use, secondary application to allow external users access to their data. This is the CCAP website model. Each user would have an icon for each resource and if restricted information is shared, each source would require a username/password.

3. Build a web service that would include a centralized directory of indexed records.  The index would be queried and when a match is made between search criteria and the directory, the web service would deliver a hyperlink that the user would follow to obtain detailed information from the source system.  If multiple sources had records matching the query, multiple hyperlinks would be delivered and these links would be followed to obtain complete information from the various sources.  

4. Build a web service that would include a centralized directory of indexed records.  The index would be queried and when a match is made between search criteria and the directory, the web service would call to the source and retrieve the information.  Query results from the various sources would be merged using matching algorithms and delivered to the user along with drill down granularity to incident details and source data.  Users would not need to access third party sites to gather essential information - rather, the essential information would be delivered through the web service. This presumes that we would build applications to retrieve data in a meaningful way.  (See Templar and In-Site solution summaries in Appendix 2)

System Attributes
Based on the presentations during the committee’s meetings and secondary research regarding best practices in justice information sharing technology, Wisconsin’s solution should include:

1. A tightly integrated and highly scalable web service with the capability to empower justice partners to share and access information across the enterprise regardless agency size, records management vendor and access to BadgerNet. 

2. An operating system, platform, database and language neutral system that allows partners to access data from any source while maintaining information integrity and addressing privacy requirements.

3. Real-time data access to information without slowing partner systems.

4. Flexible search capabilities that transcend the limitations of partner database structures and provide results in a user-friendly format that does not require extensive training to interpret. 

5. Affordable implementation, training, maintenance and upgrade costs.  
6. System redundancy to ensure system accessibility in the event of natural disaster or cyber-attack.

An initial list of specific system attributes includes:

1. A central directory that enables a single user log-on to establish each user’s level of access to information and passes the user’s credentials to partner systems for access to data stored on partner systems.  

2. Segmented areas with multilevel controlled access for specialized law enforcement groups that have their own members.
3. E-mail services to provide gateway users with the capability to send and receive e-mail and alerts.
4. News groups to provide special interest group bulletin boards for posting of timely topical information of interest to justice partners.
5. Chat capabilities for real time discussion among users.

6. Feedback capabilities to enable online surveys and user input on various topics. 

7. An electronic calendar to provide national, state, and special interest calendars for posting upcoming dates of interest for conferences, meetings, training courses, seminars, and other important dates.

8. A topical electronic library with indexed and full-text retrieval capabilities to provide an easily accessed repository of a broad range of publications, documents, studies, research, technical bulletins, and reports of interest to Wisconsin’s justice community. 

9. Distance learning to provide online topical learning modules that can be used any time of the day or night at the users own pace with instructional feedback.
10. Security features that comply with 28 CFR Part 23, protects partner and system data stores, allows secure information sharing in a wireless environment, defends the system infrastructure from intrusion and attack.

11. Two-level authentication to ensure system protection by authorizing traffic from certified devices only and by ensuring that users access only information authorized based on the role played in the justice system.

Other Issues
Who has authority to implement an enterprise-wide information-sharing project? How can we move forward and what type of governance is needed? 

Suggestions from workgroup members included: 

1. Create statutory language to mandate the development of a gateway solution – this option was viewed as less favorable by some committee members as forced participation might be more difficult to obtain than voluntary efforts.  The mandate would also provide a timeline for completion and a funding mechanism.

2. Memorandums of Understanding (MOU) - these formal letters of agreement, signed by the decision makers in each of the participating agencies are what have been used historically in Wisconsin integrated justice projects.  MOU’s were favored by many of the committee members as a way to achieve the authority necessary without the time consuming effort to change statutes.
3. Letters to and from partner agencies – similar to an MOU, these more informal communications would request and grant access to information and applications hosted by the various partners.  This option would create a maze of letters and redundant administrative processes as up to 600 local law enforcement agencies and sheriffs draft individual letters and receive authorization to resources.
If we build an information sharing system, which agency will be responsible for ongoing development, maintenance, policy development, partner recruitment, security and disaster recovery?

Wisconsin’s Department of Justice (DOJ) has historically been the conduit of justice information to law enforcement and others in the justice community.  The workgroup agreed that this relationship should be leveraged and that the information sharing solution should be developed and managed by the Department.   Because collaboration and cooperation is crucial to the recruitment of information sharing partners, oversight should be provided by a board composed of representatives from the agencies and organizations most critical to the successful implementation of the gateway solution.  

Do we have any of the essential building blocks on hand? What investments have already been made? 

· DOJ has built WILENET, the Wisconsin Law Enforcement Network – a password-protected web site created to provide users access to eTime, online training and special interest bulletin boards.  Access to WILENET is protected by username/password security and 128-bit encryption.  With additional security features and robust security policies and management, WILENET could be used as the secure single access “gateway” to partner information.
  

· DOJ has also developed eTIME, the Internet version of the TIME system.  Ultimately, eTime will become a network of distributed servers with unlimited sources of information using a pointer system.  With the addition of indexing and search engine technology, eTIME has the capacity to serve as the web service for retrieving information from federal, state and local sources.
  Completion of eTIME is scheduled for December 2004 and earlier if additional funding becomes available.

· DOJ has 24/7 help desk services already available and a hot site for disaster recovery of the TIME system.

· WIJIS has built a security backbone for its model county project.  The project ends this fall and system components can be committed to bolstering WILENET Security and to build the web service and index partner data. 

· The Department of Corrections has built an inmate search function that it is willing to supply to the Gateway project as a start-up application.  

· Several RMS vendors have expressed interest in participating in the Gateway project by web-enabling their applications. 

Who should have access to the information sharing system? 

Any Wisconsin justice-related organization or functional sub-unit within such organization that:

1. Enters information into their own database that is generated by their agency, e.g. information comes directly from the individual(s) involved; 

2. Enters information into their own database that is supplied from another agency (does not come directly from the individual(s) involved but is transmitted or communicated from some other source.  Might be indirect information collection gathered through investigative efforts or could be direct transmission of information by way of paper documents, reports, etc.;

3. Provides information (either written or verbal) from their own database to another organization or sub-unit;

4. Uses information to make critical decisions for any step in the criminal justice process; or

5. Requires information to protect staff/public safety.

Will enterprise-wide information sharing impact how agencies comply with requests for information under Wisconsin’s Open Records Law?

A meeting was held with Assistant Attorney General, Mary Schlaefer, to determine what effect a Justice Gateway/Portal would have on agency open records requirements.  A couple of the questions we posed and Mary's responses follow:

Question: What is a public record?

Answer: A "record" is any material on which information is recorded or preserved, regardless of physical form or characteristics that is created or being kept by an authority.

Question: Is a record considered "created or being kept" when an agency accesses a shared network or database? If an agency that participates in the network receives a request for all information relating to crimes committed by a particular person, what information will the agency have to disclose?

All responsive information on the network?  Just the information the agency itself placed on the network?  What about information that the agency accessed on the network, but did not itself create?

Answer: There are no reported Wisconsin cases on this issue.  Mary seemed to suggest that if the information was not printed out and placed in a file, it would probably not be considered "kept" by the agency and therefore, not considered a record that the agency must provide.

What Next?
1. Conduct exploratory and descriptive research to: 

· Identify types of users of criminal justice information, 

· Identify the role of each type of user in the criminal justice process, 

· Determine how the function of each user relates to the rest of the justice system, 

· Identify general types of information being shared and from which sources this information is obtained, 

· Identify general types of information currently unavailable but desired and from which sources this information might be obtained, and

· Assess potential support for, and interest in, sharing information using a secure web-based approach.  

2. Develop a portfolio documenting the applications and technology that exist in potential partner agencies and to identify each partner agency’s readiness to participate in a web-based information sharing solution.

3. Create a standard way for police and sheriff departments to web-enable the data they already have.

4. Explore search engine technology and obtain a crawler-based search engine that will index web-enabled justice data stores and documents.

5. Define and demonstrate data security for justice information traveling over the public Internet and over BadgerNet. 

6. Request assistance from the Attorney General to study the impact of a statewide information sharing solution on open records and privacy provisions in both state and federal law. 

Appendix 1: Gateway Subcommittee Members

We gratefully acknowledge the contributions of the following individuals:

(In alphabetical order)
Lt. Joe Balles, Madison Police Department 

Capt. Ron Boylan, Dane Co. Sheriff Dept.

Gerry Coleman, Department of Justice, Crime Information Bureau 

Lt. Paul Ebel, Green Bay PD

Bill Hoernke, WI Department of Corrections

Cheryl Holton, WI-NENA

Mary Jackson, WI Department of Transportation

Marcia Kasieta, Gateway Team leader, Wisconsin Justice Information Sharing Program 

Harry Kohal, Wisconsin Association for Cyber Crime Investigators

Ken Livesay, District Attorney Information Technology Program

Bill Lundstrom, WI Hearings & Appeals 

Josh Maas, Office of Justice Assistance

Sharon Miemietz, Department of Justice, TIME Administrator

Andy Murillo, WI Department of Corrections

George Pasdirtz, UW DoIT

Brian Pope, Wisconsin Justice Information Sharing Program

Brenda Ray, District Attorney Information Technology Program

Chief Bruce Resnick, Bayside PD

John Rinaldi, Dane Co. Sheriff Dept.

Sandie Schultz, Department of Justice, Crime Information Bureau
Steve Semmann, Circuit Court Automation Program

Tinus Taute, Department of Transportation 

Lt. Brad Wentlandt, Greenfield PD 

Dean Ziemke, Department of eGovernment

Appendix 2

The Kansas Solution

Bob Kaelin of MTG provided a presentation of the Kansas (KCJIS) solution—a secure, web-enabled central data warehouse that contains information on adult offenders.  Access can be obtained to a public site and to a secure site – depending on the user’s authority. KCJIS is an open system, but with adequate network security including redundant firewalls, VPN client software with triple DES encryption (168 bit), intrusion detection systems, device authentication using PKI technology, and user authentication using key fob tokens.  Users only sign-on to the system once and gain access to all resources for which they are authorized.  A log of every access attempt to each system is maintained.  Security has cost about $500k to date. 

All Kansas criminal justice agencies have the option of using their local Internet service provider or the state network (like our BadgerNet).  Many smaller agencies use free dialup access provided by a local ISP.  Some larger agencies also use Internet access rather than the state system.

Some of the features of the KCJIS model include wild card searching, master name indexing, and centralized searching.  The project began in 1996 and went operational in 1998.  In 1998, NCIC approved Internet use and the system now provides dual-access (Internet & State Network) to 7,000+ users and 600 MDT’s. The system uses dB2, Oracle, Microsoft and Sybase. It uses XML standard data tags. 

Enforcer Technology

Enforcer has developed a master name sharing system for 21 law enforcement agencies and municipal courts located in the Milwaukee County area.  It is a warehouse with over 3 million records, operates over a WAN (frame relay based), and shares BadgerNet lines among customers with multiple BadgerNet accounts with failover if either one fails. Searches are very flexible including a phonetic name search. Results can be drilled into for further details. A dissemination disclaimer is attached in the middle portion of the screen to ensure that no one releases the info inappropriately. An audit trail for every query is available. The system delivers mugshots, fingerprints and SID but no ATN. 

Emerald Systems: NWW-RCIS

Another warehouse approach, although the vendor prefers “operational data store.” Data is updated once each day. The system provides information sharing on crime, drugs, domestic violence, incidents, juveniles and jail data. The system updates records once each day. Seven counties provide information to the warehouse while agencies located in approximately 40 Wisconsin and Minnesota agencies access the information. 

The results of a search come back as a list of all the records from all participating agency records management programs.  If a suspect has 20 prior records at one agency, seven at another, and 15 at a third, the search will produce 42 separate records.  The search will also include the results for anyone else with the same name.  Only person data is available.  It does not have vehicle search capabilities.  Results are only partial records.  For a full record review officers must go through traditional channels (e.g. contact the other agency by phone or email). The system does not accommodate mugshots or access to fingerprint records.

Security includes data in transit encryption, data storage firewalls, and multi-leveled password security.  The password access can use a role-based system where data access can be limited by agency, department, staff member, or by classification.  There are currently four levels of access: view, edit, delete, and administrator. The system is written for SQL Server 7.0 and runs on SQL 2000. It is supported by Microsoft Internet Explorer 5.5, and can support wireless applications. No audit log is kept.

The current system could not handle all 600 of Wisconsin’s LE agencies. The vendor recommends a network of 10 hubs and an index server.

GartonWorks: InSite 

In-Site is a search engine that does not use a warehouse approach. Instead information is retrieved directly from the data originator’s RMS or redundant database – depending on impact of InSite hits on operations. Since no extraction to a warehouse is done, information that is retrieved is truly “real-time” to the degree that the agency records are maintained and current. Results are delivered to any web-enabled device including browsers and handheld personal digital assistants.  Access requires device certificate, username and strong password.

Participating agencies in Dane County (including Madison PD) use a secure web connection to allow a single query to search participating agency record management systems, the TIME system, CCAP and several non-justice related resources (Madison City Assessor).  The result that is delivered is a merged composite regarding people, places, vehicles and associated events.  Users drill down for more detailed info. 

Early results are delivered while additional searches are being performed. A “refresh” presents results as they are retrieved. Using information brought back from an initial search, a user can conduct a related person, vehicle, and/or location search to obtain additional information.  In order to provide users with partial plate search capabilities, GartonWorks warehoused and refreshed DOT vehicle data every 6 months.

Speed of the system is dependant on traffic.  The more traffic on the system, the longer a search may take.  The vendor explained that similar to the structure of Google’s search engine, In-Site’s capacity is scalable to the number of its users by using small PC servers working in tandem. An audit trail by user on what searches were performed, what sources were queried, and what date and time the search was conducted is kept.  

In-Site uses device-based digital certificates.  Certificates are assigned to individuals so a single machine used by multiple In-Site users may carry multiple certificates. Network administrators at each participating agency issue digital certificates.  They are issued person to person and not electronically. RMS providers can additionally limit who can access their information.

Access can be obtained through either BadgerNet or the Internet. Photographs can be passed. 

Templar: Informant

Informant is a data sharing system that is similar to GartonWork’s In-Site product. The system allows law enforcement and public safety professionals to access information regardless of their location.  Users can search multiple databases using any web browser from a desktop, laptop, cellular phone or PDA through any TCP/IP network. To ensure database integrity and control of shared information, a role based security component allows the originating owners of the data source to maintain control of its information while permitting partners read only access.  The big difference between Templar and GartonWorks seems to be the capability to quickly query “many” disparate systems.  Because Templar is not consolidating information retrieved from multiple sources into a single result, Informant seemed to perform faster and could search many sources at the same time without degradation of service.   

JUSTIS

The District of Columbia’s Justice Information System is accessed on an Intranet dedicated for use only by justice agencies under a common Web browser interface.  It uses middleware to extract data from participating agencies.  When completed, the fully functional system will allow users to: (1) Quickly and easily locate and access offender data; (2) Search for criminal justice information on a specific person based on a variety of identifiers, including such numbers as court case number, police identification number (PDID), offense tracking number, or other uniquely indexable data such as Social Security number; (3) Be automatically notified of a specific event such as an arrest, want, or warrant as soon as it happens through the use of “push” technologies; and (4) Send secure email among justice agencies.

CapWin 

CapWin is a partnership between the States of Maryland and Virginia and the District of Columbia to develop an integrated transportation and criminal justice information wireless network. The system will integrate transportation and public safety data and voice communication systems using a wireless network.  Early efforts have focused on data reconciliation between participant databases.  

An initial pilot included twenty-two (22) in-vehicle mobile computer systems that allowed messaging between police vehicles in Maryland, Virginia and Washington, D.C.; transportation vehicles in Maryland and Virginia; and local fire vehicles. These mobile platforms and public safety systems were successfully interfaced during the pilot project.  Eventual end-users will include federal, state and local police, fire, and EMS vehicles as well as state DOT service patrols.

� http://oja.state.wi.us/static/drugs_planning_summary_02.asp


� Wisconsin has over 600 law enforcement agencies, 71 district attorneys, and a court system comprised of the Supreme Court, 4 appellate districts, 69 Circuit Courts with 241 branches and 200 municipal courts; 13 state correctional facilities and 17 community centers for adults, and 5 facilities for juveniles.  (Source: State of Wisconsin Blue Book 2001-2002.)


� The lower level protects static connections between web services and network service intermediaries and the lower-level protects the dynamic interactions between web services and business process intermediaries.





� WILENET already has at least one individual in every law enforcement agency registered.


� To be “indexed” information contributors will have to web enable their data…at DOJ that includes stolen vehicle files, criminal histories and wanted persons records. A Google-like search engine could be built into eTIME to manage the pointers.  Under this scenario, everyone is a publisher.   
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